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1. SrvTransaction2DispatchTable 14
SrvTransactionNotImplemented

kd: dd= =rv!srvtranszactiondi=patchtable
95b35530  9&5bLSdSef srv!SrvSmblpen?
95E35534 9EbLYfed srv!SrvSmbFindFirst?2
95b35538 95b5806d srv!SrvSmbFindHe=xt?
95b3553c  95bSaald srv!SrvSmblueryFsInformation
95E35540 95bSb2f3 srv!SrvSmbSetFzInformation
95b35544 9EbLS1{65 srv!SrvSmbQuervPathInformation
95B35548 9EbLZcYd srvISrvimbSetPathInformation
95b3554c 95b5177c srvlSrvSnbQuervFilelnformation
95h35550 95bLL5Z55d srv|SrvSmbSetFilelnformation
95b35554 95bSbh4eb srvw|SrvSnbFindHotifvy
95B35558  95bL5E9%97a srv!SrvSmbloctl?Z
95b3555c 95bSbdeb srv!SrvSmbFindHotify
95b35560 95b5b4el =rvlSrvSnbFindHotify

I i oy
95h355683 95BRL5AfZ2h s=rwlSrvTransactionHotInplemsnted

95hL35570 95bL44107 SrviSrvSthethsReferral

95h35574 95b43ff7 srv|SrvSnbREeportDfslnconsistency
QCRICC7?E ONANANNN

2. SrvTransaction2DispatchTable 14
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Pl =k B B

kd: dd=s srv!srvtransactioniZdi=zpatchtable

95b35530 95b5456f =rv|SrvSmbOpend

95b35534  95bEVi{ed srv!SrvSmbFindFirst?

95b35538 9L5BE5806d srv!SrvSmbEFindNext?2

95b3553c 95b5aaf9 =rvlSrvSmbQuervF=zInformation

95bL35540 95BLSEBZ2f3 =rv|SrvSmbSetFeInformation

95b35544 95B51f65 =rv|SrvSmbOuervFathInformation

95b35548 95bB52cY4 srv! SrvSmbSetPathlInformation

9503554 95b517YYc srv!SrvSmblusrvyFilelnformation

A5B3LEE0  95BE5255d srv!SrvSmbSetFilelnformation

95b355584 95bSbdeb srv!SrvSmbFindHotifv

95b35558 9L5B5E89Ya srv!SrvSmbloctl2

95b3555z 95bSb4eb =rvw!SrvSmbFindHotifw

95035560 95bSbdeb srv!SrvSmbFindHotifvy

9EbA55R4  9ERE3RfH _srwlSruSnbhCreatelll rectorsd |
L0483 _

95b3556c  95bSdEZb srv!SrvTransactionHotInplemented

A5B3SEF0 95b44107 srv!SrvSmbGetDizReferral

A5b35574  9Sb43ffY srv!SrvSmbREeportDislnconsistency
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kd: u 866db048
266db048 Shdc2408
g66db04c &0
8e6db04d =800000000
266db052 Ed

3.DoublePulsar
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pu=shad
call

ec® . dword ptr [esp+8]

866db0O52
ebp
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Outputinstall shellcode
RunShellcode
Ping DoublePulsar
RunDLL shellcode DIl
RunShel lcode shellcode
Uninstall DoublePulsar
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0x77 { Uninstall )

—l-{ Resume Hook function I-

a8 { RunDill Run »
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Virifying data

Decryp¢h1g

inject shallcads
? XS

: f
MID+30 ‘ MID+10 j"_ MID+20 L
Y
end o _ P .
(1)CheckFlag
SMB_COM_TRANSACTION2
Timeout flag
Eeﬁaan:sﬁsu?19a sub_86847194 proc near : CODE XREF: start+387p
eqBBB:B6BLT1D, xor eax, eax
eqoea:86847196 mou al, cl
egdoa:86847198 shr ecx, 8
eqdpa:868L4719B add al, cl
eqB@0:B68L4719D shr ecx, 8
eqaoa:868471AA add al cl
raa QRN RED 3N . k2

mBEAARAYAAAIL ILA

e
en

_BOBLT19Y

segﬂﬂﬂ 868h?1ﬂ?

- Al FLE L

0x23

445

timeout

192.168.0.109

11 ©.685951 192.168.8.101

15 8.811895 192.168.8.109
16 ©.011968 192.168.0.101
19 0.013317 192.168.0.109
21 0.013726  192.168.0.101

SMB
SMB
SMB

192.168.0.101
192.168.0.109
192.168.0.101
192.168.0.109
192.168.0.101
192.168.0.109

10 ©.08085892

SMB
SMB
SMB

49885
445 1312 Trans2 Request, SEZ
49805

136 Trans2 Request&_s
93 Trans2 Response<unknoun>, Error:
TUP
93 Trans2 Response(unknoun>, Error: STATUS_NOT_IMPLEMENTED

445 1312 Trans2 Request, SESSION_SETUP

49805, "= e<unknoun>,

STATUS_NOT_IMPLEMENTED

STATUS NOT IMPLE®

Error:

Max Parameter Count: 1
Max Data Count: ©@
Max Setup Count: ©
Reserved: 0@
Flags: 0x0008
Timeout: 2 hours,
Reserved: 0860
Parameter Count: 12
Parameter Offset: 66
Data Count: 8

Data Offset: 78
Setup Count: 1
Reserved: 0@

58 minutes, 33.186 seconds

3f ¢9 96 39 00 00 00 00 00 de ff 53 4d 42 32 @0 Foo

00 00 02 18 67 cC 6C 60 0O 00 60 00 00 00 00 00
00 00 00 08 ff fe 0O 0f @c 00 00 00 01 00
00 00 00 00 00 00 00 00 00 0c 00 42

00 00 00 4e 00 01 00 Ge 0O ©d 00 00 00 00 00 00

00 00 00 00 00 00 00 00
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0x23 Ping
ox77
0xc8 shellcode
start proc near
var_4= dword ptr -4
arg_4= dword ptr 8
nov ecx, [esprarg_ 4]
pusha
call §+5
pop ebp
and bp, BFB@6hH
nov [ebp+ ], ecx
call sub_86847239
call sub_868471A8
call sub_868471E9
test eax, eax
jz loc_86847155
¥
iy = _smm __ 1
ebx, [ebp+ 1
ecx, [ebx-28h]
sub_B86847194
al, R S
short loc_8684788E
Fi@jﬁ
cmp al, ;7 wt
jz short loc_868478A1
oy
=] W= I
c_B868470A1: ggp gﬁ;rt 10c1868h?BRB lo
(2)Ping
0x23 Ping Ping
(3)RunShellcode  Rundll
0xc8 shellcode Doublepulsar Rundll
RunShellcode Rundll
shellcode dil
RunShellcode  Rundll
SESSION_SETUP Parameters shellcode
shellcode 0x5ed26d41°0x5ed24a49=0x2708 ,
(0x5ed25a49"0x5ed24a49=0x1000) 0x5ed24a49




‘ ‘ 10 9.005892

192.168.0.109

192.168.8.181 SMB

N 202 arpan a0n MW EE e e - -

spnoe

136 Trans2 Request, SESSION_SETUP

Py

e 234 |

rans? Roguosis, S - R 14120
Parameter Offset: 66
Data Count: 4896
Data Offset: 78
Setup Count: 1
Reserved: 0@
Subcommand: SESSION_SETUP (@xe@@e)
Byte Count (BCC): 4109
Padding: 80
v SESSION_SETUP Parameters
Unknown Data: 416dd25e495ad25e494ad25e
v SESSION_SETUP Data
lcode Unknown Data: c28ef65a29c317dfa5fed25e49c335e6594ad25ececddese. .. N Iafshel
9040 00 0e 00 od 10 o0 TN NN NlY  ......
2050 €2 @e f6 53 29 c3 17 df a5 fe d2 5e 49 <3 [H...Z). ..... B
— 35 e6 59 4a d2 Se @ cd de Se 49 4a ha e 49 4a 5.YLALL NATIH.TD
SESSION_SETUP Data shellcode
a. shellcode
g e ah e e ey L ey
seq000:85847 0B mou esi, [eax] ; shellcode size
seqBdB:868470B3 ®or esi, [ebp+ 1 ; key
seqABB:86847OBG mouy edi, [eax+8]
seqB0B:858470BD ®Oov edi, [ebp+ 1
seqBaB: 86847 BBC moy eax, [eax+4]
seqAB0:86847 BBF #or eax, [ebp+ 1
- TTmTmommmE T JI;—IJ :J'J'J-‘l;‘l.ll;"" s T
b. shellcode shellcode
shellcode
seqBBa: 86847 BCE nov eax, [ebp+ ]
seqdBa: 86847 8D jz short loc_BABA47BEBR
seqBAA:868AT ADI call sub_86Bu71CA
seqBBa:868478D8 lea eax, [esi+y]
seqOaa: 6847 0DB push eax
seqdBfa:86847BDC push i}
seqBBa: 86847 BDE call dword ptr [ebp+&] ; Allocate buffer
seq@80:86847 BE1 test eax, eax
seqdBa:B6BU7BE3 jz short loc_B6BL47148
seqBBa: 86847 BES nov [ebp+ ], eax
seq@80:86847 0ER mou [ebp+ 1., esi
ceqBAA: 86847 BER
seqBAA: 86847 BEE loc_ 86847 BEB: ; CODE XREF: start+8971j
seq@80:86847 BEB add edi, ebx
seq0A0:86847 BED cmp edi, esi
seqBBa: 86847 BEF ja short loc_B6BA47144%
seq@80: 86847 6F1 sub edi, ebx
seqdBa: 86847 BF3 add edi, eax
seqBiBa: 86847 BFS push edi
seq@BA: 86847 OFG mou edx, esi
seqdBa:B68U7BFR nov esi, [ebp+ ]
Isea@B@: 86847 AFE 1 1] esi Tesi-1Ahl
Sy EEy L s BT L M Ll b4 Ll |34
;e HHARABLF 1HH el i ; copy data to buffer
segHHARABAF 102 1T N
EULELE LT LR & : -
e BEBEAEAT NS
tenBUR-RARMETHR. . S _
LUURELERTRE
!
5 CODE XREF: start+C8Lj seNAANIRARA7TEE Toc S83%7180-
;e]DAABABAT 108 xar [esi], ebz
SR AiARG8447 100 add esi, 4
; decrpyt data sEgnRninonLTiTn loop loc_B8684710B
SEQBRR RGBT add eax, edx
SRUHARIBAG4 T 14 cmp esi, eax
La SEQUBB:IBSBLEIIG jl short loc_868471
SEQUBR:IRGBUTIIR nov eax, [ebp+2Ch]
SEGRRAIBHBAY I 1G pusha
sen] MR BARLT 1L mou esi, esp
SEGUWN RGN IR push eax
| call eax
seqBaf 86847121 nov esp, esi



Rundll
ntoskrnl.exe

C.
IDT

SeqDAR:REEFT IS
seqbRd: 865 FPOSE
SeqRRdC6oF YOS
SeqRAA:RGAF P0G T
segDRd:366F 0 A
SeqURdzEGoFRBOD
LrqAAAcAGaFoRT 1

shellcode

now [edi+Dhh], eax
noy ebx, Llarge Fs:z3dh
noy ax, [ebx=d]

hl rax, 1@h

naw ax, [ebx]

and ax, HF B

IDT

ntoskrnl .exe
PE

=5RAARRRESERT o RAERANEL S,

A s R
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Br Ao e _Tod i
- A ] FIE Y
ars o e A whael af REdeE
- Ear i e o 3 e B e ot
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7 TODE RAFF1 suli HEAFRAGR«7ET § S Tar LA R 1o _BOAF9ERT 1

d.

seqBOB:-866F D338
seqBOp:866F933C
seqBOp:866F933D
seqBOop:866F9340
seqBOB:-866F9P342
seqBOB:-866F9P348
seqBlOB:-866F9234B
seqBOB:-866F 9351
seqBOB:-866F 9354
seqBOB:866F9357
seqBap:866F9359
seqBaB:866F935A
seqB@B:-866F935D
seqBA@B:-866F9362
seqlOB:-866F92368
seqBOB:-B66FDP36A
seqBOp:866F936C
seqBOB:866F936F
seqBOB:866F9370
seqBOB:-866F9371
<PnARR-RAGFORFL

APC

e.
g s

seqBan:866F92CE

rmaAAR.OELE

aE Yy L YL

m

£ 5T,

S R
Ty LR RN,

no&
no4y

[edieiucn], eax
ehx, eax

L e e S

R TR

push esi
push ecx
call dword ptr [edis
test eax, eax
jnz loc_866F93CB
nov esi, [edi+ 1
nov ebx, [edi+ 1
nov eax, [esi+ebx]
cmp eax, 2
jl1 short loc_866F293C6
push esi
call dword ptr [edis
call gethash
nov ecx, [edi+ 1
cmp eax, ecx
jnz short loc_866F93C6
lea ecx, [edi+ 1
push ecx
push esi
call duword ptr [edi+8]
nish pai

Fup Lun

sub edx, eax

seQAAN:BAGF92D6
SRNARAIBAGFVID3

BT U N TR e

SRAARCEA6F920E

PRI IEIED ST S S—

L P PR
RN IFGGTTIF?
seg AN BAGE 2T A
3R BOAFY2FL
seq il #a0F 3362
seAARIRAAFYIA3
seqAAR:RGGF93 A6
seARIRAAF 938
30 NG04 70 8in
seq 888 345F936C
seqAAR:856F 9312
seqAAR:I866F9315

(DUninstall

_sPnAAAZRAGEY2NR.

seymen.oum YLy
sequn:BG4FY2EG
sen BB 86AFY2ED
sequnn:B446F92EF

WY Y S —

]

]

_1?§w‘!Tu*ﬁ

Isass.exe

; PsLookupProcessByProcessId

; PsGetProcessImageFileMame

KeStackfAttachProcess

1
P LT N TP TRE A

seqUuUBGGFY2FY

[ T . o —

JR—

; Kelnitializeapc

s Kelnsertilueuefpe



0x77
SrvTransaction2DispatchTable

S R TR LT ITITITE PR

seqB00:868471B9 sub_868471BY proc near ; CODE XREF: start:loc_868470a1Tp

nusha

SrvTransactionNotImplemented
MID

seqooo:B6BU7 140
SeqoB0:BGBUF140 loc_86847140: ; CODE XREF
C e e

1 start+sut

7 Za1C ;
E MIY eax, “ehp< ]
i mow ecx, Teax+ilh]

Jezx+38h], ec»

EIER-NER

al,

H
Short loc B6847INC

X, Lenps

T

[ecx+1Eh]|, axz , auu texe

MID+0x10

MID+0x20

MID+0x30

1312 Traned . Dann

CECCTAN CETIID

mn
wknown>, Error: STATUS_NOT_IMPLEMENTED |
- 134 [kl

1914 10l
1312 Trans?

Process ID: 65279

User ID: 20848

Multiplex ID: 66
v Trans2 Request (@x32)

\gs, Error Code Type, Security Signatures, Ex

Word Count (WCT): 15
Total Parameter Count: 12
Total Data Count: 4896
Max Parameter Count: 1
Max Data Count: @

Max Setup Count: @

(=] =4

B1\IPCS)

*equest packet wasn't seen

1§ EARIMIDIN0X10
FTESHTR

= D% 4 ITHZ0U [AUR ] SEU-SZZ ALR-3370 WAN-03I0U Len-u

Flags2: @xc@@7, Unicode Strir
Process ID High: @
Signature: 8880000600000800
Reserved: 880808
Tree ID: 2048 (\\192.168.0.]
Process ID: 65279
User ID: 20848
Multiplex ID: 82

~ Trans2 Response (8x32)
Subcommand: <UNKHOWN> since r
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