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(1) DebugPort

(2) NtGlobalFlag
Aep11c88| % 55 push ebp
. S8BOES mnov ebp, esp
83EC B4 cub esp, 4
64:A1 300888| mov eax, dword ptyr fs:[38]
8B4B 68 nov eax, dword ptr [eax+68]
8945 FC mou dword ptr [ebp-4], eax
8B45 FC mou eax, dword ptr [ebp-4]
89EC nov esp, ebp
. 5D pop ebp
L. C3 retn




gae11BAF aa db aa
ABA11BEA 5 55 push ebp
88811BB1| . B9ES mow ebp, esp
g@ae11Be3| . CD M int 1
AA811BES| . B8 55730888 | mov eax, 80887355
g8811BBA| . FFE@ jmp eax
8a811BBC| . B9EC mow esp, ebp
Ba811BBE| . 5D pop ebp
gae11BBF| . C3 retn
gae11BCA - 5L push ebp
2.
(1) ReglsterCIassExA
wuui 1003 ovas Lo oy uMURuSpLrpEpooy, €ax
808611368 8D45 OC lea eax, dword ptr [ebp-64]
88811368 58 push eax pYndClassEx
FF15 9CABA16I call dword ptr [<&USER32.RegisterClajLRegisterClassExA
086113C2 66:85C0 test  ax, ax
006113c5|| ., 74 75 je short 0861143C
806113C7 6R 08 push [ HULL
a008113c9 56 push esi
006113CA 6A B0 push 0 MULL
086113CC 6A 60 push 0 HULL
006113CE 6n 78 push 78 78 (120.)
00611308 68 FOO0ABAD |push oF @ FB (240.)
=ce = LT T D

- e
IBBBEFBB Ol 800 et WS_OUERLAPPED |WS_HINIMIZEBOX|WS_MARIMI:
+ ERA lea eax, dword ptr [ebp-16]
push eax e
B = Tn- LETT) rlunurl ni—u rnhn_l\'l . . — __
53 pusgh Bax
EE 68 BB82 BBBE-—ueh 200 { Eoymrys
EF15 BBHBB1I3I|call dword ptr [<&USER3Z.CreateWindorLCreateWindowExn
89CH moy esi, eax
8SFé lisr psd, mod
—ﬁ-&}— L e a —
AR -89 _puBm [:] E
. 56 BETiS 251 [ i
il . FF15 ﬂ!mB[ﬁBIr::all dword ptr [<&USER32 . ShowWindow> LShowindow
. 56 l. =1y
Fmﬁw peateidon
@)
53 push ebx ~ P
88011271 56 push esi ki
08811272 57 push edi =k
aee11273 8B5C24 18 mowv ebx, dword ptr [esp+18] il
aee11277 BB7424 14 mov esi, dword ptr [esp+14] i
aee1127e 8B7C24 18 mov edi, dword ptr [esp+18] |
06801127F| . 83FE 01 cnp esi, 1 Switch {cases 1..10) |
aee11282| .. 74 18 je short 8881129C 9
aee11284 83FE 82 cnp esi, 2 .
ae@11287 . 7Th 33 je short B86112BC |
aea11289 83FE M1 cnp esi, 1 ]
aee1128c . TC 3R j1 short 006112C8 h:
a881128E 83FE 18 cnp esi, 18 h-
aee11291 . 75 3% jnz short 8080112C8 h:
00011293 53 push ebx [h'.\'nd; Case 10 of switch B881127F h:
aee11294 FF15 28ABG18 call dword ptr [<{&USER32.DestroyWind(lDestroylindow b
ae@1129a . EB 28 jmp short B888112CH il
gee1129c| > E8 AFE18888 |call aae11458 Case 1 of switch 8881127F
aaet112a1 6A 00 push L] |
aee112a3 FF35 B808a8618l push dword ptr [1A888]
Beg11209 LT:} push eax |
aea112an E8 118208688 |call aae114ca
ae@112aF 58 push eax
aae1128a8 68 A4B28188 |push aee182AL ASCII “c:\windowsysystem32\notepad._exe"
a88112B% E8 46FDFFFF |call aae1168688
000112Ba| ., EB 08 jmp short 8080112ChH
Ae0112BC| > oA B8 push a [Exit[:ode = B; Case 2 of switch 9881127F
@o8112BE| . FF15 8CABB108Icall dword ptr [<{&USER32.PostQuitHes{LPostQuitHessage
afa112cy| > 31Cce Xor eax, eax
LAGA1190f FH @n_. . ... \i;mo M: i
""" Tdword ptr [esp+1C] nnmde—
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CAWINDOWS system32\not
file_modifications: Performs 245 file moves indicative of a potenti,
epad.exe

CAWINDOWS \system32\not
appends_new_extension: Appends a new file extension to multiph
epad.exe

CAWINDOWSYsystem32hnot
new appended file extension: WNCRY
epad.exe

CAWINDOWS system32\not
new appended file extension: \WNCRYT
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