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插图索引 



一.  小心，“宏”成为新攻击手法的主力军 

̂Macrõ̆ ѿ ԍ ѿ ῀̂ ұ̃

ᵥ ӈ ↕ ₮̂ Ӟ ұ̃ Ȃ

ῒ Microsoft Word̆ ̆ ᶏ ᵬ Ȃ

Ḃ≠ ̆ѿ ױ ῏ Ȃ 

 

׆ Ҭ̆ ױ ԅ ҹ Ȃ ֓ ≠

֓  API ₱ ̆  shellcode ľ Ŀ ׆̆

̆ ⌠ ȁ Ȃ ̆ ױ ׆ ֓ Ҭ ῒז

ҹ̆ ̔ ᴆ ȁ shellcode ף ȁ ȁ⇔

Ệό Ȃ 

 

ԍ ₯ ̆ ≠ ₱ shellcode ף

₯ ҹ̆ ױ № Ḥ Ὲ ̆ ԍ ῤ Ғ Ȃ 

 

ױ ̆ ₯̆ ȁ ȁ ȁ ⱬ ҩ

ҙ ̆ ₮ ̆ף ҹ ̂APT ₯̃

̆ ̆ ױ

ῃҙ ῏ Ȃ 

二.  



῏̆ᶏľ Ḡ ᴆĿ ľ ĿȂ 

 

 3.1   

3.1  0x01. 宏代码分析 

1ȁ ᴆ ᶏ Office ӊ ̆ ץ Word ᴆ҉ ľ Ŀ

῏ ⌠ ΐᵣῤ Ȃᵖ ҩ ӊ ̆

Ṝ̆ ῏ Ḃ ľ ĿԅȂ 

 

 3.2   

 

2ȁᵖ ׅױ ץ ̆ ⌠ ῏ ף Ȃ 



 

ף  3.3   

 

3ȁ ף ᾢᴪ׆ѿҩ ҹľpostpaidĿ ᵣ Toggle Button ᴆҬ

ControlTipText Ȃ ׆ ᶷ 7368 ҩ Ȃ 

 

׆  3.4  ᴆҬ  

 

4ȁ postpaid ᵣȂ ץ ⌠∆ ᵣҬ Toggle Button ᴆ

Ȃ 

 



 3.5  Toggle Button ᴆ  

5ȁ ᵈ ױ ԍ ⌠ԅ ᵣҬ ToggleButton ᴆ̂ ToggleButton

ѿ ΐ ң ̆ Ҍ ԍ Button̆ ץ Ҭ Ҍ Ҭ

̆ ғ Ҭ Ṝ Ҭ Ṝ№≢ ץ Ҍ ̆ῒז

ⱳ Button ᵌ̃̆ ToggleButton ᴆ ControlTipText

̂ControlTipText ץ Ả ᴆ҉ ̆ ₮ ꜛḤ

̃Ҭ ץ ⌠Ḡ Ȃ 

 

 3.6  ControlTipText Ḥ  

 

 

 3.7  ControlTipText  

 



6ȁ ControlTipText Ҭ ̆ ᴪ ̆ ӊ ̆

ױ ⌠ ѿ shellcode ף Ȃ 

 

 3.8  ѿ shellcodeף  

 

7ȁ RtlMoveMemory VirtualAllocEx ₱ ̆ №≢Ḡ ⌠

̂salientȁhopples̃ҬȂ 

 

 3.9  ₱  

 

8ȁ unproductively ҬḠ ₮ shellcodĕ VirtuallocEx

№ ѿ Ώ ῤ ̆ RtlMoveMemory shellcode

⌠ № ₮ ῤ ҬȂ 

 

 3.10  RtlMoveMemory 

 

9ȁ shellcode Ȃῒ EnumDateFormats₱ ̆

shellcode ᵬҹ ѿҩ ᴰԅ Ȃ 

 

 3.11   EnumDateFormats₱  

 

 

 3.12  EnumDateFormats₱ ̆ shellcode ᵬ ₱ ᴰ῀ 

 



10ȁ EnumDateFormats ₱ ӈ̆ ץ ⌠ ѿҩ ҹ ₱ ̆

Ṝ↕ ꜚᴪ ף Ȃ 

 

 3.13  EnumDateFormats₱ ӈ 

 

11ȁ  ᶏ ̆Ӟ ⌠ EnumDateFormats ₱ Ҭ ῀ԅ

shellcode ף Ȃ 

 

 3.14   EnumDateFormats₱ ῀ ף  

 

 

 3.15  EnumDateFormats₱ shellcode 

 



3.2  0x02. Shellcode 分析 

1ȁShellcode ף Ҋ 

 

 

 3.16  Shellcode ף  

 

2ȁ׆ῤ 0x1000 ᵝ ῤ ̆ magiĉ0x52415453̆

0x4C4C4146̃ ᵝῒ ̆ GetMappedFileNameA ∞ ῤ

Ȃ 

 

 3.17  Shellcode ῤ  

 

3ȁ№ ѿ ῤ ̆ ̆ ѿ ADD XOR ̆ Ῥ

ѿ base64 ̆ ₮ ԅѿҩ PE ᴆȂ 



 

 3.18  shellcode ῤ PE  

 

4ȁ ץ ̆⇔ Ệό explorer.exĕ

ᴆ ҹ Ȃ 

 

 3.19  ⇔ Ệό  

 

5ȁ⇔ Ệό ӊ ̆Ḃ ̆ explorer.exe unmap

̆ PE ῀ ̆ ̆ Ȃ 



 

 3.20   

 

3.3  0x03. PE dump 分析 

1ȁ ױ ῀⌠ explorer.exe Ҭ PE ᴆ dump ₮ № ̆ ῒ ҉ ѿ

ҩ Hancitor Ҋ Ȃ 

2ȁ Ҋ ̆ ץ ȂҺפ ⱳ ׆̆ C&C └ Ҋ

ᴆ̆ ῤ Ҭⱴ ף Ȃ 

 





 

5ȁ № ̆ῒҊ ҹ pony ȂPony ѿҩ

ȁFTPȁ ᴆ ȁ ȁץ

̆ ҌῬ Ȃ 

 

 3.24  Ҋ pony  

 

3.4  小结：此类宏恶意样本的文档执行流程归纳如下 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



四.  样本报告 

4.1  启明星辰 APT 检测产品可以有效检测该样本 

 

 4.1  ᴆҬ ⌠ ף  

4.2  生成完整的样本检测报告 

 

 4.2   

 

 

 



五.  为什么需要部署启明星辰 APT 检测产品 

APT ₯ӊ ץ ӊҹ ̆ ҹ ₯ ̆ ̆

̆ ᴰ ῃ ȁ͂ ᷅ ȁ͂ ᷅ ȁ ῏ȁ

҉ ҹ ῏ ῃ ץ ̆ ̆ ԍ ץ

Ҍ ӈ ᶏ̆ ף ₯ȁ Ҋל ₯

Ȃ 

APT ֟ ԍ № ᴆ ҉̆

ԍ ℗ ̆ ѿ ⇔ ֟ Ȃ ԍ ⱬ

APT ₯̆ ⱴ῀᷅ ȁ └ ₯̆

ⱬ APT ₯ Ҍԋ Ȃ ץ APT ֟ ̆

̆ ̂0-daỹ̆‰ ᵝ Һ Ȃ 

 

5.1  启明星辰 APT 产品检测解决思路 

₯ ̆ APT ֟ ̆ ץ

₯Ԋᴆ Ȃ֟ ץ ₯ ᴆ

̆ ᾧ ף Ҭ ̆ APT ₯ Ȃ 

APT ֟ ̆ᵬҹѿ ף ΐ Ғ

ҙ ῃ֟ ̆ ̔ ף ȁ ₯ ȁ ≢ȁ

̂0-daỹ≠ ҹ ̆ Һ Ȃ

↓ ῤ ᾢ ̂ ꜚ ̃̆ ̔ԋ

└ ȁ ȁROP≠ ȁ API ȁ ȁShell code ȁ

̆ ץ ₮ APT ₯ ̆ ̆֟ ֲ Ⱶ̆ APT

₯Ȃ Ҋ ̔ 



 

5.2  关于 VenusEye 安全团队 

VenusEye ῃ ֟

Ғҙ № Һ̆ ֟

҉ ῃԊᴆȁ ȁ№ ̆

ᶫҒҙ№ Ȃ ᴪᶭ ֟

̆ ῒҬ Ạ ῀ №

̆ ғ ₮Ғҙ № ȁ ₮Ғҙ ̆ҹ

‗ ᶫ ꜛȂ 

VenusEye ῃ ׂ̆ᾢ ԅȇ

Hedwig № ȈȁȇLocky

₯ № Ȉȁȇ № Ȉȁ

ȇ ԅ 18 ף

ȈȁȇSandWorm̂ץҊ ̔ ̃ ₯№ Ȉ ᴍҒҙ ῃ№ ̆

Ҋ Ȃ 



六.  关于宏的补充阅读 

 ̂ ̃  

̂Macro)̆ ѿ Ȃѿ ̆ ѿ

↕ ̆  ̆ ԍ ѿ ῀̂ ұ̃ ᵥ

ӈ ↕ ₮̂ Ӟ ұ)Ȃ ̆

ᵬ Ȃ 

 

̆ ѿ֓ פ ѿ ̆ᵬҹѿҩ פ ѿҩ ᴋⱵȂ

Microsoft Word Ҭ ӈҹ ľ̔ ⌠ѿ ᵬҹѿ ᶏפ

ѿ ↓ word ̆פ ᶏ ᵬ ĿȂWord ᶏ Visual Basic

ᵬҹѿ ↓ פ ΏȂ 

 

ѿ , ѿ ↓ ӈ ↕ ѿ Ȃ

Excel ⱲῈ ᴆ ꜚ ԅľVBAĿ ̆ └₮

ľ ĿȂᶏ ľVBAĿ ѿ ̆ ғ ᴪ ̆ ̆

ᶏ ֽᶏ ԅ Excel ѿ └ ⱳ ̆ ᶏ ⌠ľVBAĿȂ 

⌠ ᴪ ꜚ ѿ Ȃ ԍ ̆

̆ ΐ ҹ Ȃ ѿ Ӟ ԍ

ᵌ Ҭ̆ ױ ̆ Ȃ

’Ҋ ľ̆ Ŀ ҩ ᶏ פ ꜚᵬ ҹѿ ↓  Ȃפ

 

ԍ ꜚ ᶏ ↓ ѿ ⱬ̇̇ᵖ

ѿ ԊȂ 

 

C ̆ Ȃ

C ᵬ ̆ᶏ ⱴ

M4̆C ץ Ȃ 

 

Lisp Common Lisp Scheme : ҹ ₱

̆ ғ ץ ῃ Ȃѿҩ C ץ

ӈѿ ̆ ѿҩ Lisp ץ └ѿ ף Ȃ ԅ

ף└ ̂ └₱ ̃ ⱬ̆ᶏ ⇔

ҍ ῤ Ҍ №Ȃɒ ѿ̆ Lisp  cond if ̆

ᶏץ ╠ ӈ ȂLisp Һ ̆

CLOS ̆ ץ ӈȂ 

 

ῖ  

ⱴ  ҩ ᶏ פ Ҭ ԍ  ᶏѿ

↓ ᴋⱵ ꜚ Ӟ ᶏץ ѿ ᵌ ᾛ

ѿ ↓̂ѿ ᶏ ⌠ ᵬ̃ ӈҹѿҩ ȂӞ ѿ

↓ ᵬ̆ ғ ľ ᵟĿ ֓ ᵬץ Ȃ ץ



ῤ ᶏ ֓ ⱳ Ȃ ᶏ ѿ Ҍ

̆ ⌠ ѿ ұ ᵬ̆

Ҋ ᴆ פ Ȃ 

 

 

 
 

 


