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Ṣ Ҭ ҩ ̆ ױ ₯Ҭ ҹľ Ŀ̆ ѿ

ľ Ŀ̆ ₯ ≠ ľ Ŀ ҹľ ĿȂ ѿ

̆ ױ ῒ ҹľ ĿȂ 

 

2.1  

2.2  黑雀攻击的特点 

₯ ѿ ΐ ғ ₯ ̆ ₯Һ ԍ ֟ҙ

Ҭ ҍ ₯Ȃp ₯ ׆ ₯ ҉ ≠ ז̆

ᴪ≠ ₯ ≠ Ȃῒ ₯ ΐ ү ץ̆ ץ

ꜛ ₯ ₯ Ȃ ₯ ᵬҹ ֣̆ ₯ ₯ Ȃ 

₯ΐ Ҋ ̔ 

̂1̃ ҍ  

₯ ₯ҍ≠ ̆ Ҍ ľ Ŀ̆ Ӟ ̆

Ạ ₯ № ԍ ₯(Ҍ Һ ̆

ᶏ ₯ )̆ ѿ ≠ ₯̂Ṣֲזӊ ⌠ Ȃ̃

ӞҌ ₯ Һ ̆ ₯ ֓ ү ̆≠ ױז

ꜛ ף Ȃ 
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2.2 ὅ ֟ҙ  

҉׆ ץ ₮̆ ҉ ῀ ̆ Ӈ ҩ ₯ ᴪ ꜚ ⌠

Ҋ ̆ῒҬ ѿҩ Ҋ ̆ῒ҉ ₯ Ӟ ̆ ғ

Ҍ ̆ Ȃ ҉ ľ ₯Ŀ ꜚ ғט ꜚ̆

ῒ ὅ ᴪ Ȃ ᴆᵬ ΐ ľ ₯Ŀ ꜚ

Ώὅ Ṝ ῒҬⱴ῀ ̆ Ӈ ᵬ ץ ף

ῒ̆ ₯ Ӟ ҩ֟ҙ Ȃ ז ҩ ꜚ ₯̆ Ӈ

ῒ ₯ ↕Ҍ Ȃ 

3. “Death”僵尸分析概述 

ױ ⌠ľDeathĿὅ ῏ 2000 ҩ ̆ ȁ ȁ №

ѿҩ └ -- Ȃ └ⱳ

ὅ ₮ ֟ҙ ̆ ֓ Ҍ ’Ҋ ≠̆ ױ

ὅ ԅѿҩῒ ὅ Ȃ 3.1 ̆

└ ץ └ ľDeathĿὅ ֟ҙ Ҭ Ȃ 
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3.1  └ ( ) ὅ  

̆ ὅ ԅ ץ Ⱶ ₯ ̆ ץ ᴋᵥѿ ⱴ ȁ

Ҋ ᴋ ᴆ ⱳ Ȃ ױ № ̆ ὅ ҹὅ

└ ̆ῒ≠ Ὲ ₯ ḱ ȁԋ ⱴ῀ C&Cⱳ Ȃ 

̆ ῏׆ױ № Ҭ ̆ ὅ ѿ֓ ΐ҉̆

ľBillgateĿDDoS ₯ ΐȂ ̆ ԍ Ӟ ᾟ ԅ ₯

ѿ֓ Ȃ 

ľDeathĿὅ ₯ ̔ 

̂1̃ ѿ ( )≠ ԋ ̂ ̃ ҈ ̂ ̃

ὅ  

̂2̃ ѿ ( ) ₮ ὅ Ҭ  

̂3̃ ὅ ѿ  

̂4̃ ԋ ̂ ̃Ӟ ὅ Ҭ  

̂5̃ ὅ ѿ֓ ΐҬ̆ ₯ └Ҋ  

̂6̃ ῖ ῤ ҍ  

̂7̃ └ ᶏ IE  

̂8̃ Ҭ ⱴ  
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ṿ ľ̆DeathĿὅ ҍ Nitol ὅ ῍ № ף₯ ῤ ᴰ̆

ԋ └ № ҉ ѿ ľ ⱬ ᴆĿ̂ ҉ ֟ҬҺ

ԍ DDoS ₯̆ ױ ѿ ῒҹ DDoS̃ ᶏ ԅ ף₯ ̆

ӊ Ҭ ᴪױ ף ᵌ № ӊױ ῏ Ȃ 

4. ľDeathĿὅ 产业链及背后的黑雀现象 

4.1  发现极度频繁的 C&C 

Ԋᴆ № ₮ ̆ ױ ὅ ΐ῏

C&C └ ̆ᶭ ױ ԅ ң ҩҌ ὅ Ȃ ꜚ №

₮ԅ 4.1 ҉ ̂ ̔ Ҭ ҩ C&C ҉

̆ ԍ ֓ № ҉ ̆ᵖ Ҍ ױ № Ȃ̃ 

 

4.1 ὅ └ ҉  

̆ ױ ץ ₮ C&C qlsb.f3322.net̂f3322.net ῈԐ ᶫ

Ύ Ⱶ̆ f3322.org Ύ ᵬҹ C&C ̃

҉ ԍῒז ̆ 76.62%̆ 4.2 Ȃ 
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4.2 ὅ └ ҉  

ῒҬ̆҉ ҩ C&CҬ̆www.lxi3.comȁyankeidc.topȁnb.cztlyy.com

ᶛ̆№≢ҹ9.03%
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׆ ֓ ᶛ ץ ₮ѿ֓ ̔ 

̂1̃҉ C&C qlsb.f3322.net̆ ғ҉ ⌠ ҩ C&C ₃Ӎ ҈

ҩ C&C̆ῒ 9898Ȃ 

̂2̃C&C qlsb.f3322.net ῏ ᵄ ңҩ C&C̆ῒҬѿҩ̂

yankeidc.top www.lxi3.com̃ ̂ №ҹ 9999̃ ғ

qlsb.f3322.netѿ ₮ ̆ ѿҩ C&C ₃Ӎ ₮ ҩ Ҭ̆ғ

Ӟ Ȃ 

̂3̃₃Ӎ ₮ nb.cztlyy.com ᵄ ңҩ ̆ ғ ѿҩ

₮ ҩ Ҭ̆ ̆ Ӟ Ȃ 

҉̆ Ҭ C&C ҉ ₃ҩ C&CȂ

ָӇ ̆ ױ ҉ ң Ҍ ҈ҩ C&C ₮ ̆ ғ ױז

῏ ̆ └ 4.4Ȃ 

 

4.4 C&C  
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׆ 4.4 ץ ₮̆ ֓ C&C ῏ ѿ ̆
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4.6 nb.cztlyy.com Ữ ף Ҭ 

ץ ₮̆C&C nb.cztlyy.com ῀ Ӟ ԅ ὅ זֲ̆

Ҭ C&C ԅ C&C ̆ ԅὅ ₮ Ȃ 

Ҋ ױ qlsb.f3322.net nb.cztlyy.com № ̆╧

ѿ֓ ֲҹ ̆ ױ ₮ԅ 4.7 4.8 -

Ȃ 

 

4.7 qlsb.f3322.net῏ - ֟  
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4.8 nb.cztlyy.com῏ - ֟  

4.7 ̆ ̂ҍ qlsb.f3322.net῏ ̃ № Ҭ 2015 5 Ȃ

ױ ֟ҙ Ҋ ̆ ⱴԅ ȁ

῀ԅ Loaderȁ ԅ ᴆ ̆ᵖ ױ ᴪ ₮ѿҩ ὅ

ᴆȂ ҩὅ ԍѿҩὅ ̆ ὅ Ώ Ȃ ԍ

̆ Ḃױ ץ ₮ὅ └ 2015 5 23 11 13№42 ֟ԅѿҩ

ᶏ ὅ ̆ ῒז ֟ ὅ ⌠ ᴰ Ȃ 

̆ 2015 ӊ╠ ̂ ҉ ὅ ̃ № ̆ ֓

ὅ ₮ 2015 2 6 ӊ Ȃ ὅ 2016׆

ֽ̆₮ ҹ ̆ῒᴰ Ӟ₮ ⁞ ’Ȃ 

׆ 4.8 nb.cztlyy.com῏ - ֟ ץ ₮̆ ׆

2016 ץ ₮ Ȃ ╠ ױ Ҍ ̆ᵖ ץ ₮ῒ3׆ ᴍ

ᴰ ̆5 ᴍὅ ֟ Ȃ 

̆ ױ ץ ң ҉ ̆ ңҩҌ Ȃ

ױ № Ҭ ῏ Ḥ Ӟ̆ ңҩὅ

└ ԍѿҩ ̆p ׆ № Ҭ ױ ⌠ԅѿ֓ ᵬҹץ  
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Ȃ ױ Nitolὅ DDoS ҍ ױ ң Ạԅԋ └

ף ᵌ № ̆ nb.cztlyy.com qlsb.f3322.net ῏ ̆ ҹ

ױ C&C Ữ ȁ └ ₃Ӎ ̆ ғҍ Nitol

DDoS Ȃ ̆nb.cztlyy.com qlsb.f3322.net ῏

C&C ғ Ữ Ҭ̆ DDoS C&C

ⱴ ̕Nitol └ ̆ nb.cztlyy.com qlsb.f3322.net ῏

ף ̕nb.cztlyy.com qlsb.f3322.net ῏ └ ᴪẠ

҉ ̆ Nitol DDoS Ȃ qlsb.f3322.net nb.cztlyy.com ῏

῏ ̆ ╠ ңҩ Ȃ 

̔ҹԅ Ḃ̆Ҋ nb.cztlyy.com ῏ ҹ NB ̆qlsb.f3322.net

῏ ҹ Q Ȃ 

4.5  黑雀控制线程对比分析 

ӊ╠ № Ҭ ױ ⌠̆NB ңҩ҉ C&C̆ ױ Q

NB Ạԅ № ̆ 4.9Ȃ 

 

4.9 ңҩ └ ף  
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҉ Ҭ 3ҩ └ Q ף ̆C&C ҹ qlsb.f3322.net̕

ңҩ └ NB ף ̆C&Cҹ nb.cztlyy.comȂ ԍ Q

C&C NB Ҭ C&C ԋ ף└ Ҭ̆ ὅ └

̆ ң Ҭ Ҍ ̆ ׆ץ Q ⌠ NB ╧

Q ̂ ԋ ̃ ף└ Ȃ ғ׆ Q ף Ҭ ױ ̆

ף└ ὅ ף ̆ └ Ⱶ C&C

Ȃ ̆ץ ѿ ױ Q ( ԋ ) └ὅ

₮ԅ ὅ └ ( ) ῒ ץ ⱳ ̆ Ҍז ὅ └

ԅ ѿҩ Ȃ NB Ҭ̆ὅ └ ԅῒҬѿҩ ̆

ῒ ₮ ԅ Ȃ Q ὅ └ NB ὅ └ Ҍҹ ѿ

ҩֲ̆ᵖױז ὅ ֲȂ 

4.6  黑雀延迟上线：减少被发现的可能 

Ҋ ̆ ׆ױ № Ҭ ὅ Ҭ ѿ Ȃ Q

Ҭ̆ C&C └ ᴪ ҉ ̆ᵖ ẽẽⱴ῀ └

̂qlsb.f3322.net̃ └ ̂yankeidc.top www.lxi3.com̃ Ҍᴪ ҉ ̆

ᴪ 3№ ҉ Ȃ NB Ҭ C&C ԅ 2ҩ ҉ Ȃ

NB ӊ ץ ⱴ ԅ ̆ ╠ѿ ὅ ὅ ᶏ ̆ҹԅ

ⱴ ̆ ҉ ԅ2ҩ Ȃ 

ױ ̆ № ף ̆ ῏ └ ҉ ⱳ̆ └

ⱳ ̆ Ӟᶏ ױז ף ῀ԅ ̆ ҉ ⱴ Ҋ

Ȃ 

ԍ ῃῈ ̆ ꜚ № № Ȃ ҹԅⱴ №

̆ ҩ № ң҈№ ῤ ᶏ̆ ҉ ץ ῃῈ

̆ ’Ҋ C&C ᶏ ⌠ԅ̆ C&C ҬӞҌᴪ

C&CȂ 
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4.7  局中局：揭秘其中更为复杂的黑雀乱象 

2000 ҩ Ҭ̆ ╠ ױ ԅѿ֓ ̆ ╠

ὅ ԅѿ ľBillgateĿὅ ΐҬ̂ ̔ Ҍ

ľBillgateĿὅ Ҭ̆ ԅ ҬȂ̃ȂӞ ľ̆DeathĿὅ Ҋ

ӯľDeathĿὅ ̆ ľDeathĿὅ ז Ώ ľBillgateĿ

ὅ Ҭ̆ ғ₮ ז Ҋ Ȃ ѿҩ ̆

̆ᴪ ╠ Ҋ ҹ Manager ᴆ̆ ᴆ ѿҩ ELF ᴆ̆№ ῒ

ľBillgateĿὅ ( ὅ ҬӞ ₯ ̆ ױ №

Ҭҹ ῒ ᴧ )Ȃ 4.10 Ȃ 

 

4.10 “Billgate”  

҉ ľ̆BillgateĿ ̆ᴪẽẽ ꜚľDeathĿὅ ̆ 4.11

ԅ ΐ ᴆ Ȃ 
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4.11 ľDeathĿὅ ľBillgateĿὅ Ҭ 

҉׆ Ҭ ױ ץ ₮̆ ᴪ ҳ ᴆ Ҋ Linux

im.exe ᴆ L̆inux ̆ im.exe ױ №

ľDeathĿὅ ̆ ᴪ∞ %SYSTEM32% Ҋ̆ Ҍ ᴪ

̆ӊ Ῥ Ȃ 

̆ ҩ ӯľBillgateĿὅ ̆ ҉

₮ ľBillgateĿὅ └̆ ₮ ľBillgateĿ ᵝ ᶏ ₯ ΐ(ľDeathĿ

ὅ ) ңᵝ ῀ԅ C&CȂ ̆ץ ₯Ҭ̆ ӯľBillgateĿ

ὅ ҉ ⌠ԅ ף (ľDeathĿὅ ) ₯̆ῒ Ӟᾟ

“ ” ̆ ₮ ľBillgateĿὅ ľDeathĿὅ ₯ҬӞ

Ȃ ľ̆BillgateĿὅ ҬӞ ₯ ̆Ӟ ӯ

ľBillgateĿὅ ѿᵝľ Ŀ̆ ᶏ ₯ ’ Ȃ 
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4.8  “DEATH”僵尸网络的黑雀攻击链 

⌠ ̆ ץ’ № ̆ ױ ץ ₮ 4.12

ľDeathĿὅ ₯ Ȃ 

 

4.12 ľDeathĿὅ ₯  

5. 黑雀画像 

5.1  大黑雀、黑雀所控制的僵尸网络量化分析 

ԍ҉ץ № ̆ ױ qlsb.f3322.net ѿ № ̆

ὅ ῍ 1000ҩҌ C&C̆Ӟ 1000ҩ ὅ ̆

ὅ └Һ Һ № 850 ҩҌ Һ ҉̂ № Ⱶ Һ ҉

ҩ C&C └ ̆ ᵌԍ ҩ ѿҩ IP ҉ѿ ̆ Ȃ̃ 1000

ҩ ὅ ԍѿҩ---- ̆ ױ ⌠ 70 ҩҌ C&C └̆

ῒҬ └ ңҩ C&Cҹ leiyan.hk www.lxi3.com ≢№ױז̆ └ 118ҩὅ

Ȃ 
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5.1 └ ὅ  

5.1Ҭ C&C └ C&C̆ C&C

└ὅ ̆ῒҬľ ҹ Ŀ ľ Ŀף C&C ̆ᵖ

ὅ Ȃ 

ױ leiyan.hk www.lxi3.com ңҩ C&C ѿ № ̆ῒҬ C&C 

“leiyan.hk”ȁľyankeidc.topĿȁ“haolanlan.top”ȁ“synu.top”ȁ“yanke.cx” ԍѿҩ ̆

ױ ⌠ ῍ └ 300 ҩ ὅ Ȃ 

Ҭ ױ ₮ qlsb.f3322.net nb.cztlyy.com ңҩҌ ľDeathĿ

ὅ └ Ⱶ Ȃ ԍ qlsb.f3322.net ̆ ױ ᾢ

qlsb.f3322.net № Ȃ 

5.2  Q 版大黑雀画像分析 

ױ ᾢ№ ꜚ qlsb.f3322.net ̆ 5.2 Ȃ 
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5.2  

̆ ױ ҩ ңҩ IP҉̔117.21.224.222

111.74.238.109̆ғ ңҩ IP ԅ 22  8989 Ȃ ∆̆ ҹץױ ҩ

̂ὅ └ ̃ └ ̆ᵖ ѿ № ңҩ IPῒ CNCERT sinkhole

IPȂ 

 

5.3 sinkhole IP  

5.3̆ └ CNCERT ̆ C&C ╠ ҉

̆ ῒ IP̔117.21.224.222 111.74.238.109Ӟ ᵬҹ Ȃ 

̆ ױ C&C qlsb.f3322.net 2016 1 6 ╠

ԅ CNCERT ̆ ғ 1 6 Ȃ ╠̆ C&C ⌠

Ԑ Ⱶ 120.26.53.74҉̆ӊ ѿ ⌠ 45.64.74.152̆ ⌠ CNCERT Ȃӊ 
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╠ №ױ ⌠ 2015 5 23 ̆ 3 ̆

⌠ Ԑ Ⱶ 120.26.53.74҉Ȃ ң ̆ѿ ⱴ῀ὅ

C&C qlsb.f3322.net IP̆ ᾢⱴ῀ὅ ₮ ῬẠ ̕

ѿ ױ Ȃᵖ׆ ҉№ ̆ ױ ץ ̂ὅ

└ ̃ѿ ᶏ Ԑ Ⱶ ᵬҹῒ └ Ⱶ ̂120.26.53.74 Ȃ̃ ╠

5.4 Ȃ 

 

5.4 ╠  

 ̆ C&C ̆ᵖ ῒ ὅ ף ᶭ ֟

ҙ Ҋ ᶏ Ȃ ԍ C&C ץ ̆ ױ ῒ ѿҩ Ḥ  ̆

5.5Ȃ 

 

 

5.5 C&C ’ 
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5.3  Q 版黑雀画像 

ױ  ԅ Ҭ Q ľDeathĿὅ № ӊ ̆ ῒҬ₃

ҩ ᴍḤ Ӟ ԅ № Ȃ ԍ ̆ ῒҬ҈ҩ₮↓ֽױ ̂ ԋ

̃ ἝḤ Ȃ 

 ѿ Ἕ ᶏ̔ C&Cҹ www.lxi3.com ҹ ̆ ѿ֓

҉ ꜚ ғ׆Ԋ ֟ ҙ ꜚȂ׆ ױ Ḥ ̆ ֲ ֟ ҙ Ԋ׆

ꜚ ₮ץ̆ Ⱶ ȁ ᶫ DDoS ₯ Ⱶҹ ̆ ғ Ҭ

DDoS ₯ ΐ̆ ֓ ΐ₃Ӎ Ȃ 5.6 Ȃ 

 

5.6 Q ѿḤ  

ԋ Ἕ̔ᶏ C&Cҹ yankeidc.top ҹ yankĕ Ύ ҩ C&C

ԍ ֟Ҋ C&C ῒ̆Ҭ ԍľDeathĿὅ C&C “leiyan.hk”ȁ

ľyankeidc.topĿȁ“haolanlan.top”ȁ“synu.top” “yanke.cx”Ȃ Ḥ ԅѿ

̆ᵖ ׅױ ῒ Ύ 7ҩ ԍ׆Ԋ ֟̆ ╠ׅ ὅ

Ȃ 5.7 Ȃ 
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5.7 Q ԋḤ  

҈ Ἕ̔ᶏ C&Cҹ linux.yiqing.pw ↔* ̆ ҹ ̆ῒז

ȁ ȁxionga Ȃ ֲ Ԋ׆ ֟ҙ̂DDoS ₯̆ ̃̆

Ύ QQ Ҭ׆Ԋ ꜚ̆ῒ2013 ҽⱲ ꞉ ꜚȁ┘ Q ȁ

┘ ȁ┘ 2̆016 3 4 Ὲ ⱴ

῀ ӊ Ῥ₮ ≠̆ ẊṢ₮ Ⱶ ̆ ẽẽ׆Ԋ DDoS ₯

יּ Ȃ ֲ Ύ ңҩ ̆ῒҬѿҩ ľ Ŀ ῒתּ ᴩ̆ ѿҩ

ľ ῃ Ŀ ԍ ᶫ ⱵȂ 5.8 Ȃ 

 

5.8 Q ҈Ḥ  
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5.4  NB 版黑雀画像 

╠ӊ׆ № ̆ ԅ NB ὅ ⱴ῀ C&C ӊ ₮ ᶏ ̆

ױ № ᵝ⌠ Ḥ ̆ῒҬ ȁ ȁQQ

ץ ꜚḤ Ȃ 5.9Ȃ 

 

 

5.9 NB Ḥ  

6. 典型样本分析 

Һ ׆ № ľDeathĿὅ └Ȃ ῀

№ ̆ ױ ľDeathĿὅ ԅΐ DDoS ₯ⱳ ̆ ΐ

ⱬȁ ⱴ ȁҊ ᴋ ᴆ ȁᶏ IE ᴋ ⱳ Ȃ ̆

ὅ DDoS ₯ ῀ Ҍ̆Ἕ ὅ

HTTP ₯ ῒ̆ ₯ ̆

₯ Ȃ 

ԍ № Ҋ ̆ Ҍѿ̆

ȁ ⱴ ȁ Ạ PE ḱ ̂ᾧ ȁ̃ ḱ Ȃ

ғ Ώ ̆ vc Ώ ȁ MFC  
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Ώ ȁ Bland C++ Ώ ̆Ӟ VB Ώ ̆ ֓ №

ⱴ Ữԍ Ҭ̆ ⌠ľDeathĿὅ ᵣ̆

ꜚ Ȃ 

̆ ὅ └ ̆ ῒҊ ̆ ῒ C&CҌ ̆ῒז └ⱳ

҉ Ȃ 

6.1  安装服务以服务方式运行并实现开机自启动 

 

6.1 Ⱶ 

6.1̆ὅ 6ᵝ ᵬҹ ᴆ ̆ SYSTEM32 ̆

WINDOWS Ⱶ Ȃ 

ᾢ̆ὅ ῒ ѿ֓ Ḥ ̔ C&C Ⱶ ȁWINDOWS Ⱶ

ȁ Ⱶ ȁ Ⱶ Ȃ 6.2Ȃ 

 

6.2 Ḥ  
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Ⱶ ꜚ ̆Q ὅ Һ ᴪ 4ҩ ̆NB Һ ᴪ

3ҩ Ȃғ Ⱶ ꜚ ᴪ − ᵬ 

6.2 感染线程：使用字典爆破内网实施感染 

Ҭ̆ὅ ῖ ԅף Ҭ̆ 6.4Ȃ 

 

6.4 ῤ ῤ ῖ 
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ὅ ∆ ῖ ̆ᶏ gethostname gethosybyname₱ ῤ IP ̆ӊ

ҩ ̆ IPC$῍֣ Ȃ 6.5Ȃ 

 

6.5  

ⱳ ὅ̆ ῍֣̆ ғᴪ ᴆ ⌠

҉̆ῒ ҹ Ҋ ᴆ̔ 

C:\\g1fd.exe 

D:\\g1fd.exe 

E:\\g1fd.exe 

F:\\g1fd.exe 

ᶏ at פ ꜚ ҉ ľDeathĿὅ Ȃ 6.6Ȃ 
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6.6  

6.3  延迟上线后门 C&C 

ὅ └ C&C Ⱶ ῤ ҉ ̆ ῒ C&C Ⱶ

ὅ ⱴ῀ ̆ 6.7Ȃ 

 

6.7 Q ὅ └  

Q ľDeathĿὅ └ C&C 3№ ҉ ̆NB 2ҩ

҉ ̆ 6.8Ȃ 

 

6.8 ὅ └ C&C ҉  
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Q Ҭ ԋ └ Ӟᴪ ҉ ̆ ԋ C&C ̆

6.9 ҹ 3№ Ȃ 

 

6.9 Q C&C ҉  

̆ ңҩ Ҋ C&C Ҍᴪ ҉ ̆ ץ ז

C&Cᴪ ѿҩ҉ Ȃ 

6.4  上线数据分析 

Q Ҭ҈ҩ └ ̂NB Ҭ ңҩ̃ ΐ ҉ └ⱳ Ȃ ᾢ̆

῏Ḥ ̆ C&C Ⱶ ҉ Ȃ 

 

6.10 ҉ ῤ DUMP 

׆ 6.10ῤ dumpҬ ױ ⌠̆ῒ Ḥ ῍ ̔ ȁ ᵬ ȁ

ῤ ȁCPU ȁ ȁ ꜚ ̆ ֓Ḥ └ ԍ

№ ҩ ᶭ ̆Ӟ ῒ ₯ ᵬҹ ₯ Ȃ 
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7.1 ⱬ ᴆ̂ DDoS̃ 

ᾢ̆ ױ IDA ᴆ BinDiff ľDeathĿὅ ҍ Nitol DDoS

ԅ₱ ᵌ № Ȃ 7.2ҹľDeathĿὅ ҍ Nitol ᵌ ̆

ױ ԅ № API № ԅ Ḥ ₱ ᵌ Ȃ 

 

7.2 Deathҍ Nitol₱ ᵌ  
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׆ Ҭ ᶭױ ץ ⌠ ᵌ ̆ ғ ᵌ ₱ Nitol

Ȃ 

̆ ױ ԋ ף└ № ҈ױז̆ ӊ ῤ IPC$ᴰ ȁ └ ȁ

C&C ᵌ ̆ῒҬ NitolҌ ľ̆DeathĿὅ ҍ

DDoS ᵌ Ӟ Ȃ ̆ ױ ľDeathĿὅ ȁ

DDoS v8ץ Nitol ԅ ѿ ὅ ̂№ Ҭ ⌠ԅ DDoS

̆ ԅ ױ ̃̆ ғľDeathĿὅ DDoS῏ ֪ ѿ֓Ȃױז№≢

֓ ԅ ̆ῒҬ DDoS v8 Ữ Ҭ └ ԅⱴ ̆

ľDeathĿὅ Nitol ̆Nitol ԅ ľ̆DeathĿὅ ҍ

Nitol ὅ № └ פ Ҍ Ȃ 

ῤ Ҭ ῖ ᵬ № ף ̆ 7.4 Ȃ 

 

7.4 ῤ ῖף  

 № └ פ ץ └ⱳ ᴺף ̆ 7.5 Ȃ 
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7.5 └ ףפ  

ľDeathĿὅ ҍ DDoS ף 7.6̆

₃Ӎ ῃѿ Ȃ 

 

7.6  
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̆҈ Ҭ ҩ C&C̆ғ ̆ C&Ĉ C&C̃

C&Ĉ C&C̃̆ C&Cᵬҹῃ Ҭ̆ C&C

ף Ҭ̆ ṿ ᾟȂ 

ľDeathĿὅ Ҭ ὅ ᶏ C&C ԅⱴ base64 ̆

ף Ҭ C&C ⱴ ̆ ң҉ץ C&C ľ̆DeathĿὅ Ҭ

ѿҩ ⱴ ғ Ữ Ҭ C&ĈQ C&C Ȃ̃ DDoS Ҭ

ὅ ᶏ C&C ὅ └ C&C ԅⱴ ȂNitol ὅ ᶏ C&C

ԅⱴ ̆ ὅ └ C&C ⱴ ̆Ҍ C&CȂ 

ὅ └ C&C ᵬ ף 7.7Ȃ 

 

7.7 ὅ └ C&C ᵬף  
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ὅ ᶏ C&C ᵬ ף 7.8Ȃ 

 

7.8 ὅ ᶏ C&C ᵬף  

҈׆ ӊ ᵌ № ױ ץ ₃Ӎױז̆₮ ѿҩὅ ף ̆

ץ ҈ҩὅ ̆ ғױז ѿᴍ ḱ Ȃ 

8. 总结 

ľDeathĿὅ № ԅ ֟ҙ Ҭ ѿ ғ

₯ -- ₯̆ ғ ľDeathĿὅ Ҭ ȁ ȁ

№ ԅ ₯ ̆ ľDeathĿὅ

̆ᵖ ῒҬ ╠ׅ ԍ ׅ̆ ₮ DDoS ₯Ȃ 

̆ ױ № ľ̆DeathĿὅ ₯ ᶛ̆ ₯

ԍῒזὅ Ҭ̆ ľBillgateĿὅ ̆ ᴪױ Ҭҹ

ľBillgateĿὅ Ҭ ₯ ȂWEB Shell ₯ ΐȁ ₯ ΐҬӞ

₯ ̆ ῃ ֲ ῃ ῍ ₯

̆ ̆ ԍ Ҭѿ Ȃ 


